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B conhost.exe 6208  IETEET  SYSTEM o0 380 K \ICAWINDOWS\system32\conhost.exe Oxd
B conhost.exe 6276  IFHE(T  SYSTEM (] 64 K \?ACAWINDOWS\system32\conhost.exe Ox4
B conhost.exe 6376  IEHEET  SYSTEM 00 64 K \INCAWINDOWS\system32\conhost.exe Ox4
B conhost.exe 7364 IEFEEIT SYSTEM (] 212 K A CAWINDOWS)system32\conhost.exe Oxd
Bl conhost.exe 9444  IFHEIET SYSTEM 00 244 K \ACAWINDOWS\system32\conhost.exe Oxd
B conhost.exe 10944 FHEET SYSTEM 00 220 K \2ACAWINDOWS)system32\conhost.exe Oxd

FEES_ SYSTEM 00 1008 K AggregatorHostexe

[55] etcdkeeper.exe 9540  IETEET  SYSTEM o0 156 K CAAIRIOTVib\base\etcdkeeper\etcdkeeper.exe -auth -p 58080
(] eted.exe 10284 1ETEE(T  SYSTEM o0 18,088 K CAAIRIOT\ib\base\etcd-v3.5.9\etcd.exe --config-file=etcd.conf
(5] influxd.exe 1736  1[EfEET  SYSTEM o0 82,892 K CAAIRIOT\lib\base\influxdb-1.8.3-1\influxd.exe -config influxdb.conf
[ loki-windows-amd... 11008 IFTEE{T  SYSTEM o0 37,556 K CAAIRIOT\ib\base\loki\loki-windows-amd64d.exe -config.file=../sysloglokiflocal-config.yaml -server.grpc-max-rgc
[ loki-windows-amd... 10716 IETEE(T  SYSTEM 00 33,672 K CAAIRIOT\ib\baselloki\loki-windows-amd64d.exe -config.file=./local-config.yaml -server.grpc-max-recv-msg-sizg-
(55 mosquitto.exe 9324 IFHEET  SYSTEM (] 564 K CAAIRIOT\ib\base\mosquitto\mosquitto.exe -¢ mosquitto.conf
{3 nginx.exe 2084 IFEEEIT SYSTEM 00 588 K CMAIRIOT\ib\base\nginx-1.18.04nginx.exe -c conf/nginx.conf
{3 nginx.exe 10688 IFHEET  SYSTEM 00 B84 K CMAIRIOTVib\base\nginx-1.18.04nginx.exe -c conf/nginx.conf
W og_ctlexe 4820 IFfHEfT  SYSTEM 00 296 K CAAIRIOT\ib\base\pgsqh\bin\pg_ctl.exe runservice -0 CAAIRIOT\airiot\db\postgres\pgdata -w
(5= promtail-windows-.. 9696  IETEE(T  SYSTEM 00 75,728 K CAAIRIOT\ib\base\promtail\promtail-windows-amdé&4d.exe -config file=../syslogpromtail/promtail-config.yaml -
(8= promtail-windows-... 8900 IEfEE(T  SYSTEM 00 11,932 K CAAIRIOT\ib\base\promtail\promtail-windows-amd&4.exe -config.file=./promtail-config.yaml --log.level=debu
[E]traefik.exe 9564  IETEET  SYSTEM o0 10,848 K CMAIRIOT\lib\base\traefil\traefik.exe
[ modbus.exe 7408  [FHEEfT  SYSTEM o0 8,084 K CAAIRIOT\ib\driver\default-6612500b5e9b0212067135a8-modbus\modbus.exe --serviceld=65612500b5e2b021
55| win-exporter.exe 10976 1ETEET  SYSTEM o0 19,380 K CAAIRIOT\lib\exporter\win-exporter.exe

O node.exe 7752 IETEiEfT  SYSTEM 00 24,072 K CMAIRIOT\ib\node\node.exe --harmaony C:\ProgramData\pm2\service\index.js
55 operation.exe 7812 IEFEET  SYSTEM (] 38,968 K CAAIRIOT\ib\operation\operation.exe -runEnv pm2 -c .fconfigs/config.toml
(55 prometheus.exe 5060 IEFEE(T  SYSTEM 00 50,568 K CAAIRIOT\lib\prometheus\prometheus.exe --config.file=prometheus.yml
[55] algorithm.exe 106832 1FHEET SYSTEM 00 30,280 K CMAIRIOT\ib\service\algorithm\algorithm.exe -c configs/config.yaml
(5] auth.exe 3360 IEfEElT SYSTEM 1] 21,780 K CMAIRIOT\lib\service\auth\auth.exe -c configs/config.yaml
(5] check.exe 10668 IEFEET  SYSTEM 00 76,312 K CAAIRIOT\lib\service\check\check.exe -c configs/config.yam|
(8=l computed.exe 10220 1ETEET  SYSTEM o0 25,508 K CAAIRIOT\ib\service\computed\computed.exe -c configs/config.yaml
[l compute-record.exe 10332 IEfEEfT  SYSTEM o0 31,264 K CAAIRIOT\lib\service\compute-record\compute-record.exe -c configs/config.yaml
(5] core.exe 23172 1EfEET  SYSTEM o0 189,168 K CAAIRIOT\ib\service\core\core.exe -c configs/config.yaml
(3=l data-source.exe 5256  IFHEE(T  SYSTEM (] 32,504 K CMAIRIOT\lib\service\data-source\data-source.exe -c configs/config.yaml
(=] driver.exe 3836 IFHEET SYSTEM 00 30,468 K CAAIRIOT\ib\service\driver\driver.exe -¢ configs/canfig.yaml
[l emulator.exe 10232 IFHEIT SYSTEM (] 17,244 K CAAIRIOTVib\service\emulator\emulator.exe -c configs/config.yaml
[ flow.exe 1516 IEHEEET  SYSTEM 00 39,396 K CAAIRIOT\ib\service\flow\flow.exe -c configs/config.yaml
(5] flow-engine.exe 7508 IEEET SYSTEM 00 33,036 K CMAIRIOT\lib\service\flow-engine\flow-engine.exe -c configs/config.yaml

1B python.exe 10780 IEFEEfT  SYSTEM 00 9432 K CAAIRIOT\ib\service\flow-pythan-script\pythonpython.exe \main.py --config \configs\config.yml

[ flow-schedule.exe 9440  IETEET  SYSTEM o0 25512 K CAAIRIOTib\service\flow-schedule\flow-schedule.exe -c configs/config.yaml
(&l front.exe 10328 1ETEE(T  SYSTEM o0 15484 K CAAIRIOT\ib\service\front\front.exe -c configs/config.yaml
[5=] history-computed... 11760 IEfEET  SYSTEM 00 21,936 K CMAIRIOT\lib\service\history-computed\history-computed.exe -¢ configs/config.yaml
[5]i18n-errcode.exe 3948  IEfEET  SYSTEM o0 204 K CAAIRIOT\ib\service\i18n-errcode\i18n-errcode.exe -c configs/config.yaml
(5| mapping.exe 9432  IEEET  SYSTEM 00 16,024 K CAAIRIOT\lib\service\mapping\mapping.exe -c configs/config.yaml
[ online.exe 2164  IFFEET  SYSTEM 00 14,608 K CAAIRIOT\ib\service\online\online.exe -c configs/config.yaml
[ rule.exe 10488 IFFEE(T  SYSTEM 00 33,372 K CAAIRIOT\ib\service\rule\rule.exe -c configs/config.yaml
stats.exe 8760 IEFEE(T  SYSTEM 00 15,408 K CAAIRIOT\ib\service\stats\stats.exe -¢ configs/config.yaml
[85]storage.exe 11904 IEHEET SYSTEM 00 17,124 K CMAIRIOT\lib\service\storage\storage.exe -c configs/config.yam|
[55]syslog.exe 10560 IEFEET  SYSTEM 00 16,596 K CAAIRIOT\lib\service\syslog\syslog.exe -c configs/config.yaml
[Etask.exe 8388  IETEEfT  SYSTEM o0 28,624 K CAAIRIOT\ib\service\task\task.exe -c configs/config.yaml
(5] task-schedule.exe 18740 1ETEET  SYSTEM o0 67,280 K CAAIRIOT\ib\service\task-schedule\task-schedule.exe -c configs/config.yaml|
(el transfer.exe 1540  IETEET  SYSTEM o0 13,616 K CAAIRIOT\lib\service\transfer\transfer.exe -c configs/config.yaml|
(5= warning.exe 9336  IETEET  SYSTEM o0 43,392 K CAAIRIOT\lib\service\warning\warning.exe -c configs/config.yam|
(5= ws-data.exe 10392 IEfEiEfs  SYSTEM 00 35408 K CAAIRIOT\lib\service\ws-data\ws-data.exe -c configs/config.yaml
E chrome.exe 23432 1FHET Administr.. 00 1,040 K Ch\Users\Administrator\AppData\Local\Google\Chrome\Application\chrome.exe --type=crashpad-handler "--use
[ WeChatAppEx.exe 15444 FEET Administr... 00 1412 K C\Users\Administrator\AppData\Roaming',Tencent\WeChat\XPlugin\Plugins\RadiumWMPF\,312% extracted\runtin
' explorer.exe 9140 IFIEET  Administr... 00 33,864 K CAWINDOWS\Explorer.EXE
[ Trustedinstaller.exe 17300 IFfEEfT  SYSTEM 1] 1,248 K CA\WINDOWS\servicing\TrustedInstaller.exe
[ dilhost.exe 7696 [FTEEfT  NETWOR.. 00 180 K CAWINDOWS\system32\DlHost.exe /Processid:(48DAG741-1BF0-4A44-8325-293086C79077}
[E] dllhost.exe 14960 IFfEiE{T  Administr... o0 788 K CAWINDOWS\system32\DlHost.exe /Processid:{97302007-5620-44B9-B70B-5A0F49CCDF3F}
[eE]igfkCUIService.exe 2648  IEMEE(T  SYSTEM 00 904 K CAWINDOWS\System32\DriverStore\FileRepository\igdIhéd.inf_amdi4_2681fc3dedd95cdNigfxCUIService.exe



{2

BERSEE
FIFiz4Emmhttp://127.0.0.1:13030

EEE%%%—%E’JHEQ E ’u‘(LLb*TB&rE%HE%?E{LJ L 1 1\\\ /\\\ﬁ E ’LI‘TQ%H)
RSER

EORSSiROM S A

bind: Only one usage of each socket address (protocol/network address/port) is normally

permitted.

HEHEES TEERAAIRS mOR S
flaNcorefRSZim % S FE:


http://127.0.0.1:13030/

:22:03.0829842+08:00","level™:"INFO","msg":"algorithm grpc client cc, {EtcdConfig:/airict/config/pro.json Metadata:map[env:local] Services:map[] Type

24-05-09T14:22:03.0629842 +08:00","level™:"INFO","msg":"grpc create conn,serviceName: algorithm config: {EtcdConfig:fairot/config/pro.son Metadata:map[env:Ig
INFO msg=watcher's ctx cancel : context canceled
INFO msg=watcher's ctx cancel : context canceled
:"2024-05-09714:22:03.5072114+08:00","level:"INFO","msg":"MQTT B45EE"logType™"__syslog__","service™"core"}

B R T . oevern - e ey . H EASE RSN I S 1L 7T )

: [EahserverfR S5 listen tcp 127.0.0.1:59015: bind: Only one usage of each socket address (protocol/network address/port) is normally permitted.

goroutine 109 [running]:

github.com/air-iot/service/vd/app.InitApp.funcd()
/go/pkg/mod/git.airiot.tech/core/service.git/vd@v4.2.129/app/app.go:186 +0x6a

created by github.com/air-iot/service/vd/app.InitApp in goroutine 1
/go/pkg/mod/git.airiot.tech/core/service.git/vd@v4.2.129/app/app.go:183 +0xdc5

FRIEY iR O#% S
1.webfgs%

nginx: [emerg] bind() to 0.0.0.0:3030 failed (10013: An attempt was made to access a socket in a way forbidden by its access permissi
nginx: [emerg] bind(} to 0.0.0.0:3030 failed (10013: An attempt was made to access a socket in a way forbidden by its access permissi
nginx: [emerg] bind(} to 0.0.0.0:3030 failed (10013: An attempt was made to access a socket in a way forbidden by its access permissi
nginx: [emerg] bind(} to 0.0.0.0:3030 failed (10013: An attempt was made to access a socket in a way forbidden by its access permissi

nginx: [emerg] bind(} to 0.0.0.0:3030 failed (10013: An attempt was made to access a socket in a way forbidden by its access permissi

2.etcdf5%

tedmain/config.go: erver configuration, other configuration command line flags and environment variables will be ignored if provided",“path*t"etcd.conf"}
A\AIRIOTWib\base\\etcd-v3.5.9\\eted.e: nfig-file=eted.conf I}
* “error"“default host not supported on windows_amd64
iriot/db/etcd”,"dir-type™s member”
ot recommended for production.”}

ller™:"etcdmain/etcd.go:204
tartEtcdOrProxyV2\n\tgo




3.influxfRs%

24-05-09T07:40:54.7054297 Ivi=info msg="Registered diagnostics client” log_id=0p34bgc0000 service=monitor name=runtime
2024-05-09T07:40:54.7054297 Ivl=info msg="Registered diagnos nt" log_id=0p34bgc0000 service=monitor name=network
24-05-09T07:40:54.7054297 Ivl=info msg="Registered diagnos nt" log_id=0p34bgc0000 service=monitor name=system
2024-05-09T07:40:54.7054297 Ivl=info msg="5Starting precreation service” log_id=0p34bgc0000 service=shard-precreation check_interval=10m advance_period=30m
-05-09T07:40:54.7054297 Wl=info msg="5tarting snapshot service” log_id=0p34bgc0000 service=snapshot
24-05-09T07:40:54.7054297 Wl=info msg="5tarting continuous query service” log_id=0p34bgc0000 service=continuous_querier

-05-09T07:40:54.705429Z Ivl=info msg="Storing statistics” log_id=0p34bgc0000 service=monitor db_instance=_internal db_rp=monitor interval=10s
-05-09T07:40:54.7054297 Ivl=info msg="Starting HTTP service” log_id=0p34bgc0000 service=httpd authentication=true

24-05-09T07:40:54.7054297 Ivl=info msg="opened HTTP access log" log_id=0p34bgc0000 service=httpd path=stderr
~05.09TO7-AN-54 7N5A?97 hil—info meg="Auth ic anahlad hut charad.cacrat ic hlank RaararAuthanticatinn ic dicablad * Ing_id=0n34hgc0000 senvica=httpd

run: open server: open service: listen tcp 127.0.0.1:8086: bind: Only one usage of each socket address (protocol/network address/port) is normally permitted.

RRRBE
1.5 G BisO8HEE
1) EA'win'+'r', Acmd, BZE, FIHGST

2) BEELRIRSmOAIHEPID

netstat -ano | findstr #GHANROS

3) XiAHFE

kill -9 $EDEZIFIPID

2 (2 FaRSSRYRO
E: ELTEIRES MR, TaXT, NN FEIREAHI

{EekiEOIRSS AR O

LAcorefs5 79/
1) EXIZORSBEEXE, (UEE TEBR\lib\service\core\configs\config.toml
2) corefRSHATHMNBO, HBIIGRPCHRI9223, httpserveris[159015, iRABSLFRE ISKENE]



H config. vanlE ]

L

App:
Et

EtcdConfig:

cd:

DialTimeout:
Endpoints:
- 127.0.0.1:

Password:

Username: root

Se

rver:

GRPC:
Port:

HTTP:
Port:

Metadata:

env.

local

ServerName: core

Backup:

Cryp
File

toType:
Server:

. /backup

./fileServer

FileServerType: local

Html :

Lice

nseDir:

../front/html

. /config

MaxFreeDiskSpaceForBackup:
MediaLibraryPath: medialibrary

SVG:

./svg

SystemDefaultMedialLibrary:
SystemDefaultMedialibraryMod: false
UseLicenseRefreshInterval:

3) FEEHEERcoreRS

Q

BSEEE  core
B Esex
core

{EpetcdiRSSAYIRO

ENC (ZGVsbDEyMw==

/airiot/config/pro.json

systemDefaultMediaLibrary

HEHER

s

i

i



JVERrEnENRESEMKietcdiRSE, FrLANRetcdit A% G, EISEIESHABEEaEHRELE,
BIEL R

X R FEENNZRHEFFEEE D, TLUBMTIEZ. 74

1) I ETRETREE, HATEESR;

2) Eflairiot>4LEEHMBBER;

3) ELEERTWEHUNInst.exeElEHFE;

4) WELRECEHRZEFS,;

5) EERSHIIH®ST. BA'pm2kill';

6) FJFHESETHESE, #KFlair-redis. AIR-PGSQLFANMRS, ARELL;

7) BEDPNairiotHRAREILZEER, BEiREST;

8) FITFHESEIREE, o BlE5hair-redis. AIR-PGSQL. AIR-OPERATION=MNRSS.

{EeinfluxBRS3AYiRO

1 FTFHFinfluxic&E 14 (Z2ZE=E F/lib/base/influx-1.8.3-1/influx.conf), a0E&:

I [+ = | influxdb-1.8.3-1 — O P
Im = == - @
« v 4 > . ~ » AIRIOT » lib » base » influxdb-1.8.3-1 v O | Einfluxdb-1.8.3-1 7&E P
ngink-1180 A =% : GL: s Foh
& WPSTE [ influx.exe 2021/11/26 15:56 RIFETER 52,329 KB
@ OneDrive - P [5] influx_inspect.exe 2021/11/26 15:56 RiFEER 19,403 KB
nenrve - e [ influx_stress.exe 2021/11/26 15:56 RiFEER 11,785 KB
0 jrrefs [5] influx_tsm.exe 2021/11/26 15:56 AFEER 20,801 KB
B 3D HE [ influxd.exe 2021/11/26 15:57 RIFEERF 64,377 KB
fleServer (102 | ] influxdb.conf 2023/11/14 17:36 CONF 37 22 KB
Package (192.1
I=‘, - libybasehinfluxdb-1.8.3-\influxdb.conf - Notepad++ [Administrator] —
P 4REE) EEREG) BN RKEN F=L RET IE0O) =M ETROEHP s0w) 7 + v X

cHHERLE| FhDloe R 2% |EESTEDECAz®|( @ =DM BB

|| influxdb.conf E1 |

250 # flux-enabled = false A
251

252 § Determines whether the Flux query logging is enabled.

253 # flux-log-snabled = false

254

B ¥ The bind address used by the HTTP service.

256 ¥ bind-address = ":BDBq"

257

258 # Determines whether user authentication is enabled owver HTITP/HITPS.
259 auth-enabled = true

280

261 # The default rezlm sent back when issuing 2 basic asuth challenge.
262 # realm = "InfluxDB"

263

264 # Determines whether HTTP reguest logging is enabled.

b X = = £ NV mm memmlm T ] = e

2.1228086im A AEM=HIRO, FHRFEEXH

3.3XIs88¥TFFhttp://127.0.0.1:58080, sadhetcdkeeper, NG (ZETEMR


http://127.0.0.1:58080/

4 A Mairiot/config/pro.jsonli, {EXinfluxfIEicE, fNEl, 1§8086IEX A2 HERITRIR

Nodes LR ¢« [airiot/config/pro.json
/ -q
. . . s
Dfalr\ot,ﬁconﬁgfpro.]son pp"RuEMode": “release”,
microsery’ f=lanrithm /¢ " "nee-0250f2000002 "printConfig”: true,
B
. . R m ~ ~ "Swagger": true,
Dfmlcroser\rlcesfauth,ﬁesjslau 1 1el-deto-u220f2000002 “Platform”: "Multiple",
Dfmicroservicesfcheck,-’dfﬂ"' ccow 21ef-b06f-0250f2000002 - “Pprof”: {
[E] /microservices/con 9e-11ef-a778-0250f2000002 JEnsble”: true,
Prefix":

Dfmicroservicesfcore, =" - =f-bb7b-0250f2000002

"Port": 202a

Dfmicrosenrir Z s e wwow oe0-129e-11ef-b3c3-0250f2000002 . zlﬁnr‘m"‘ ¢
Dfmicroservicesmn._ 11ef-a145-0250f2000002 "Debug”: false,
[E]/microservices; __ef-9c71-0250f2000002 ::[L’gg'-e"f’;l"FI 3»t ;
e pos res” ,
Dfmicroser\ricesfﬂow-enﬂ;' L. o-129e-11ef-8592-0250f2000002 'rpqaxﬂfetime"; ng
[ /microservices/fla:* 13-0250f2000002 ::;:ﬂxggingc'ms
a3 elon
[=]/microservicesic ~1~f-b993-0250f2000002 "TablePrefix" ,
[E] /microservices/histor- o< v /0bd-129e-11ef-a30d-0250f2000002 "EnablefutoMigrate”: true,
@ "Postgres”:
Dfmicrosewicesfsys. f4Af120e-11ef-0bc7-0250f2000002 "ﬁnst" {
[F]/microservices/trancfar!t <= Le-11ef-8226-0250f2000002 "Port”
[=]/microserv warninn/eRSAREN7-1296-116f-8858-0250f2000002 L';l::;w;
Dfmicrosenrir"""' UL UEr-9f7e-0250f2000002 "DBName
[F]/task/compures; « oo, w2 78 } SSLiode
[Z]/task/core/664= smaa7hei? e ¥s
.- - "TSDB": {
thask[emulator;’GGMBZBS caurb2c94 “DBType™: "influx”,
thaskfﬂuw—engine,-’ﬁﬁf .28f1a911d636585¢064 "DBMame": "t=db”,
[E] /task/flow: . (1 (10335d0580d4d4 TTimeout™: S,
MaxConn": 50,
thaskfru\ef6644f ~oiupoded b "Influx”: {
thasldtask,a‘sf ~w.olucDacc4518ces = ad 1\"ttm_'_';:: 2.0.1: 5055 I
h : 27.0.9.1:8836",
[F] /task/warning; 7c4c49a4818 l—m paf‘fun -
"Password "ENC(ZGWsbDEyMw==)",
"Sharding": true,
"CreateDatabasesql™: "create database \"Xs\""
}
¥s
- "Redis™: {
"Type": "
& TaddrsT: [

"127.9.0.1:637%"

.
"Password”: "ENC{ZGVsbDEyMu==)",
"PoolSize”: 1@

5 F ]z programs.ymIsi{4(Z2E B & /lib/operation/programs.yml), {EXinfluxfiRSS MmO AE2E
HEHEN= iR



“ . s [HEEfE » W : WIAT » lib » operation w | & T operation B

nginx-1.18.0 * =i =T HER ol Hr
& WPS=£ build 2024/4/7 9:59 ey ==
& Onelrive - Pers: s 2024/4/7 9:59 =
data 2024/4/7 10:02 Srisk
O |HrefeE driverRepo 2024/4/7 15:49 i
§ D] log 2024/4/7 10:02 i
| fileServer (192. _L_opsration.sie 2024/3/11 10:14 RO 26,701 KB
| Package (192.1 L_programsyml____|§ 2024/4/15 17557 Vaml Szt 11 KB
| | pregramsyml.bak 2024/5/15 17:37 BAK It 11 KB
B s
= BR
Q{r i IMib\operation\programs.ym| - Notepad++ [Administrator]

MR REBE BFE BN ®BEN) O EsL =B IR0 =M OETR O&ER s0Oomn ?
o'] @@IB]|06'EDE3| ||ﬂ|bﬂ|%§| |§_+'-E.-E'-:|LEIB'_I‘|E| ]

& influxdb.conf & [=| programs.yml E]l

246 repo: log-handle-node

247 L pmZ: {}

248 [H- namespace: base

248 names: influazx

25 command: influxd.exe -config influxdb.conf
251 environ: []

252 directory: ./lib/base/influxdb-1.8.3-1
253 ponis

254

255 - BO8%

254 start amto: truoe

257 start retries:

6.EEfFAIR-OPERATIONARSS
B2 R AERSEE Bn B EEEE| BE

g PID R wE &
o4 AarSve Agent Activation... BEELE AarSveGr..,
: Agent Activation... BEELE AarSvcGr...
| "L AIR-OPERATION | 7612 AIR-OPERATION  IFTEiE(T
FHE(S) o Y 4820 AIR-PGSQL [EEEST
pi ()] ] 5008  air-redis EEET
EHER) r AlJoyn Router 5. BEfELE LocalServ...
STFFEE ) Application Laye.. BEfFIE
EEEE(0) rc Application Iden... BEfEILL LocalServ...
TR (D) 3420  Application Infor... 1FEEST netsves
EfLE netsves

, mt Application Man...
[ po O | Cuma | o



7. EBRBMITHemd, #EApm2 kill
BER C\WINDOWS\system32\cmd.exe

Microsoft Windows [REZR 10. 0. 19045, 4417]
(c) Wicrosoft Corporation. 18 PTETYHF.

WsersAdmini stratorspm? kill
Applying action deleteProcessId on app [alll(ids:
2, 3, 4 F A
12, , : , 17, 18, 19,
22023, 24, 25 26, 2Y, 28, 29,
a3, 34, 35, 3/, 3T, 38, 39

[@jessety/prnf-logrotate:pm2-logrotate] (0) .
[corel (1) -

[warning] (2] -

[task](3) .
[flow-python-script] (4) .
[flow-opec] (B)
[syslogpromtaill (71 .
[ws—-datal (B) .
[syslog] (B)
[driver] (3) .

[matt] (100 .
[etcdkeeper] (11) .
[auth] (12} .
[log-handle-node] (227 .
lalgorithm] (13) .
[transfer] (14) .
[task-schedule] (15) .
[computed] (16) .

[check] (17) .
[promtail] (18) .
[mapping] (19) .
lemulator] (200 .

[stats] (21) .
[history-computed] (23) .
[traefik] (25) .
[flow-schedule] (24) .
[compute-record] (26) .
[rule] (27) .

[loki](28) .
[exporter] (207 .

[etcd] (300

[storage] (31) .

[online] (32) .
[il18n-errcode] (33) .
[flow] (34) .
[syslogloki] (35) .
[front] (26) .
[flow-engine] (37) .
[WEb] (38) [
[default-6612500L5e0L0212067 13548 -modbus] (39) .
[data-source] (400 .
[prometheus] (411 .
[influx] (427 .

[v] A11 Applications Stopped
[+] PM2 Daemon Stopped




8FITHESEERS, 1kEIRSS, E/SAIR-OPERATIONERSS
HE #H WERSEE Ba Ao wEcs| BS

g PID R wE |
o4 AarSve Agent Activation... BEELE AarSveGr..,
: Agent Activation... BEELE AarSvcGr...
| "L AIR-OPERATION | 7612 AIR-OPERATION  IFTEiE(T
FF4a(S) e J 4820  AIR-PGSQL FEEF
pi ()] ] 5008  air-redis EEET
EHER) r AlJoyn Router 5. BEfELE LocalServ...
STFFEE ) Application Laye.. BEfFIE
EEEE(0) rc Application Iden... BEfEILL LocalServ...
TR (D) 3420  Application Infor... 1FEEST netsves

, mt Application Man... BfFLE netsvcs
A e e | cut | Ao
{EemqttBRS5 %R O

13 TFMattE & 4 (L2 B =/lib/base/mosquitto/mosquitto.conf), #0E:

“ v P s [HEBEE » W » AIRIOT » lib » base » mosquitto v £ mosquitto B
nginx-1.18.0 * =i - =¥ HER A i
_ || edl-v1l 20200819 21:55 AT 2 KB
& WeSTE [ epl-vio 2020/8/19 21:55 it 12 KB
@ OneDrive - Pers: 4] liberypto-1_1-x64.dll 2021/11/26 15:58 MEEETB 3,339 KB
| |ih=s]-1 - [| 2021/11/26 15:58 NEEETE 676 KB
8 ierahE I (] rr?osquittoﬁﬁ I 2021/7/9 11:07 CONF 3% 44 KB
J 3D W= =] mosquitto.dll 2021/11/26 15:58 RFEEFTE 92 KB
. fileServer (192, (85 mosquitto.exe 2021/11/26 15:58 R EEE 312 KB
. Package (1921 [5E] mosquitto_passwd.exe 2021/11/26 15:58 AR 30 KB
P [0 mnemuitta nubh sva N21/114 098 15.50 RO ES 57 ¥E
Qf’ ey = hbase\mosquitto\mosquitto.conf - Notepad++ [Administrator]
IR REE EERG MEN REN S0 EET IR0 =M O EFROBEHE |0 ?
o B @@IB”#'EJ | ||ﬂ|bﬂ|%§| |§_+'-E:E'-:|LEIB'—I'|E| [b]

= influxdb.conf _JIE programsyml £ =] mosquitto.conf Iﬂl

208 $bind addre=s=s

209 -

210 F Port to UsE oI khe default listener.

211 port 1883 r

212

213 # Bind the listener to a specific interface. This iz similar to

214 E bind address shove but is useful when an interface has multiple addresses or
215 # the addresz may change. It is walid to use this with the bind address option,
216 # but take care that the interface you are binding to contains the address you

2.1&21883im A AEM=HimO, FHRFEENH

3. B8 Thttp://127.0.0.1:58080, mhetcdkeeper, MNZERD(ZIHER)


http://127.0.0.1:58080/

4 R Mlairiot/config/projsonlit, {EEImattiIECE, WE, $18831EXAE 2 ERINTHim O :

Nodes
a

Dfairior,ﬁconfig,fprojson
Dfmicroservicesfa"'—'“-- afadd “0nnnng
[=)/microservices/ar R TPV VLV V]V P
D;’microservice&fcheckfumq.s:ue-u
Dfmicroservicesfcompute-rew-u.-... L 002
D,’microservice‘ ) <1 a1 1afohh7h-0250f2000002
[E]/microservices/de.. Lan2
D,"microserviceﬁfdriver;‘eﬂ&cbl‘ld17129&*1; SRV

5 3 TFRE4ERprograms.ymIsZi4(LEEB R/lib/operation/programs.yml), {8 mqttiRS A28

Dfmicroservicew‘emulator,r‘dbat-‘lﬁd?ﬁ-1 20e-11ef-Qr71 (15
D,fmicroservicesfﬂow-engine;u..,.__ 't 2507 0750f2000002
Dfmicroservicesfﬂowfeﬂsf == -
Dfmicroservicesffront,’deoyas_, 2 moafmanngp2

D;’microsewiceﬂhistm, .e1-a30d-0250f2000002

[E]/microservices/syslnnie “n- 1 1af0he7-0250f2000002
[5)/microservices /= SEZ000002
D,"microservmk,, T °To-T toos 11ef8858-0250f2000002
Dfmicroservicesfwc—ﬁoh"nﬂdf\"“f’ 11ef-9f7e-0250f2000002
[E] /task/computeus vurrece, v . o

[E] /task/core/66456e276dr L RRAE

[5] /task/em: ...

[=] /task/e 15850064

|/ LS K TIow T ito44970a01093a5d0580d4d4

(=) /tasks

[ /task/t- - weuateab18c9e6

[5]/task/warning/ 6644520 ..Ms

ERY=Rim

.

[airiot/config/pro.json

"Timeout™: 5,

"MaxConn™: 5@,

"Influx": {
"Protocol™: "HTTP",
"Addr™: "http://127.9.2.1:8036",
"Usernams": “"admin"”,
"Password”: "ENC(ZGVsbDEy
"Sharding”: true,
"CreateDatabasesql": "create database \"%s\""

3

e
"127.8.6.1:6379"

.
"Password”: "ENC(ZGVsbDEyMw==)",
"PoolSize™: 18

"MQ": {
"MQType™: "mgtt”,
"TopicPrefix": "data/",
MQTT": {

e, oo L

L_porsn: 18as |
"Usernams": “admin"”,
"Password": "ENC(cHVibalj}",
"Order": true

¥
s
"Flow"™: {
"Host": "127.8.8.1",
"Port": 2333,
"WriteTimeout™: &0
I
"CorRs™: {
"Enable": false,
"AllowQrigins™: [

I

XS & PRFPIPIRF I &



¥

'

|« v » |HESHE » » AIRIOT » lib » operation v O T operation FEE
o~
nginx-1.180 ~ =5 B EER et S
& WPSTE build 202474/7 9:59 pri s =
& OneDrive - P configs 2024/4/7 %59 i
nesrve - rers data 2024/4/7 10:02 i
[ = driverRepo 2024747 15:49 T
| papws log 2024/4/7 10:02 i
| fileServer (192, Al opeation exe 2024/3/11 10:14 FIFRTRR 36,701 KB
I programs.yml 2024/4/15 17:57 Yam| $E34 11 KB
| Package (192.1 e e -
| | programs.yml.bak 2024/5/15 17:37 BAK it 11 KB
B
= BA
[ “OM\ib\operation\programs.yml| - Notepad++ [Administrator]
IR SHE EBXE) OHENV REN) EsS0 =EEM IR0 =M OETR OBEE s0m) 2
e = oeﬁlﬂélmml |ﬁﬁbﬂ|‘§ 3| |‘=‘+'-E.-EL:|LEI@'—I‘|E| ]
Bl influxdb.conf 3 [= programs.yml ﬂ‘
196 L repo: online
197 pmZ: {}
198 - namespace: hbase
k] name: mOgLt
command: mosguitto.exe -c mosguitto.conf

environ:
directory: ./lib/base/mosguitto

- 1883 I

start aunto: true
start retries:
start_seconds:
stop_ timeomt:

| 13-’\ |;| B La b |-- -:1

[ S T % D R O B % T % TR B % TR S R o B o B
=== === ===

] version:
1 repo: mgtt
211 L pm2: {}

6.E2/5AIR-OPERATIONARSS
B2 R AERSEE Bn B EEEE| BE

£ : PID ik wE |
o4 AarSve Agent Activation... BEELE AarSveGr..,
E Agent Activation... BEELE AarSvcGr...
| AIR-OPERATION | 7612  AIR-OPERATION  IF{EiEfT
FF4a(S) e J 4820  AIR-PGSQL FEEF
pi ()] ] 5008  air-redis EEET
EHER) r AlJoyn Router 5. BEfELE LocalServ...
STFFEE ) Application Laye.. BEfFIE
EEEE(0) rc Application Iden... BEfEILL LocalServ...
TR (D) 3420  Application Infor... 1FEEST netsves

mt Application Man... BfFLE netsvcs
[ po O | Cuma | o



7. EBRBMITHemd, #EApm2 kill
BES C\WINDOWS\system32\cmd.exe

Microsoft Windows [hfRZR 10. 0. 19045, 4417]
{c) Microsoft Corporation. 4RE8PTETYH .

WzershAdministratorspm? kill
Applying action deleteProcessId on app [alll(ids:
1, 2, 3 4, &5 6, T, & 9
11, 12, 13, 14, 15, 18, 17, 18, 19,
21, 22, 23, 24, 25, 2B, 27, 28, 24,
31, 32, 33, 34, 35, 32/, 37, 38, 39,
41, 42

[@jessety/pm?-losrotate:pnZ-logrotate] (0) -
[corel (1) .

[warning] (2] .

[task](3) .
[flow-python-script] (4] .
[flow-opc] (B) -
[evslogpromtaill (7) .
[ws-datal (B) .
[svslog] (B) .
[driver] (9) .
[etcdkeeper] (11) .
[auth] (12) .
[log-handle-node] (22) .
[algorithm] (13) -
[transfer] (14) .
[task-schedule] (15) .
[computed] (16) .

[check] (17) .
[promtaill] (18) .
[mapping] (19) -
lemulator] (200 .

[stats] (21) .
[history-computed] (23) .
[traefik] (25) .
[flow-schedule] (24) .
[compute-record] (26) .
[rule] (27) .

[1oki] (28) .
[exporter] (200 .

[eted] (300 .

[storaze] (310 .

[online] (32) .
[118n-errcode] (33) -
[flow] (34) .
[sy=slogloki] (35) .
[front] (36) .
[flow-engine] (37) .
[web] (38) -

[defaul t-6F12500bEe0b0212067135a8-modbus] (29) .
[data-source] (40) .
[prometheus] (41) .
[influx] (42) .

[v] 411 Applications Stopped
[v] FM2 Daemon Stopped




8FITHESEERS, 1hEMRSS, ERAIR-OPERATIONARSS

{E#pgsqliEs5RYImO

HE 45 NEhTSE B3 B sl BS
g% PID ik T p
L AarSve Agent Activation... BEFIE AarSvciGr...
g Agent Activation.. BEEIE AarSveGr..,
L CLAIR-OPERATION | 7612  AIR-OPERATION  IFfEiEfT
FHA(S) oy 4320  AIR-PGSQL EEER
p i )] : 5008  air-redis [FIEiET
EHER) r AllJoyn Router 5. BEfELL LocalServ...
FIFFRE V) Application Laye... BEfEIE
EEEE0) ic Application Iden... Bf&LE LocalServ...
sEpEEEDS D) 3420  Application Infor.. IEFEET netswcs
Application Man... BfELL netsves
Ao Dondinaee =TS P Y

13T pgsqlfc &4 (Z2=EF/lib/airiot/db/postgres/pgdata/postgres.conf), #1E:

7 | pgdata — O X
1 o= =B @
T+ » [HEERE » JT » airiot » db » postgres » pgdata v O | £ pgdata FEE ¥l
1180 ~ =& ERasE ESii] gl ~
pg_replslot 202311724 175 M=
& pg_serial 2023/11/24 17:57 {H==
e - Ders: pg_snapshots LB[' DMairiot\db\postgres\pgdata\postgresql.conf - Notepad++ [Administrator]
pg_stat IR &EE) ERG) #EN REBN) EEL 2EM IR0 =M OEFR EEHP s0OW)
. pg_stat tmp cHHER LA sDDh|loecag 22| BE 1 FEEBha® @
subtrans : :
(192 Pa N E influxdb.conf dlE programs.yml| dlE masquitto.conf E3 Epostgresql.conf ﬂl
ver . tblspc
— P 49 $ If external pid file is not explicitly set, no extra PID file is written.
ge (1921 pg_twophase 50 #external pid file = "' # write an extra PID file
pg_wal Sal # (change reguires restart)
pg_xact 52
[] pa_hba.conf T .
i 54 o
U] pg_ident.conf 55 $# CONNECTIONS AND AUTHENTICATION
[] PG_VERSION 55 o
[] postgresql.auto.conf 57
D pastgresqgl.conf 58 # - Connection Settings -
| ] postmaster.opt 2
s (C3) postmas ET.D!JS &0 #;isten_addresses = r&t # what IP address(es)} to listen on;
v D postmaster.pid 61 # comma-separated list of addresses;
&R 1 -MEE 289 KB 62 $# defaults to 'localhost'; use '*' for all
63 # (change reguires restart)
64 port = 5432 # (change requires restart)
65 max_connections = 100 # (change reguires restart)
66 #3'.:11:Eraser_reserved_connections = 3 # (change reguires restart)
&7 #an"_x_socket_directories = 1 # comma-separated list of directories
a8 # (change reguires restart)
69 #'Jn‘_:-:_socket_gro'.:lp = " # (change regquires restart)
TN Frmdiw orclrat narmigsdiane = OTTT # hamin mith O +n nea Actal

?

2.1225432im I AEM=RIRO, FHRFEEXH

3.XIs88¥TFFhttp://127.0.0.1:58080, sadhetcdkeeper, MNZERL(ZETEMR

nAatatdian


http://127.0.0.1:58080/

4.t Mlairiot/config/pro.jsonIi, &M pgsqlfVECE, &, 155432182 ERINT Rim :

PR o
- - . s
|Dfalnot/conﬁq!pr0-lson I pp"RuiMode": "release”,
Dfmi(roservicesfr"""'*hmfe83442d5 . ~=2f2000002 "PrintConfig”: true,

. . - "Swagger”: true,
D,"mlcroser\ncesfauthﬁeﬁjﬁuu “platform™: "Multiple”,
[E] /microservices/check/df04336e-129e-11ef-hnsf 020 2002 B “Pprof: {
Dfmi(roser\ricesfcun. “Trof2000002 E'::::ii H"E’

s
D,’microservicesfcnrej‘lmu - T 2iNN02 "Port": 9600
[E] /microservices/data-service/e85643eb-120e-110F =7-" © wuDZ }’G g
- orm-
Dfmi(roser\ricesfdriven‘eBP . _.o-11e1-3l145-0250f2000002 "Debug": false,
[F]/microservices/emulator/dba4stou 100t £2000002 ::;g%l'evfl“.:. 3)1: ;

. . . _ Ype . postgres
[Z]/microservices/flow-engine/dfhAne 7 ~52z-0250f2000002 "MaxLifetim;": 36;@,)
[E] /microservices/flow/e856csus o asiiaascaaaonn? "Mﬂxoldi'i"CU“"S": 28,

"MaxIdleConns": 18
Df’mi(roservicesffront,"deoga934—129971 g8 ban noogie e " TablePrefix”: ‘.H,’
[Z]/microservices/history-computed/e4a4 s ubu- 1o - o 2 "EnableAutoMigrate”: true,

Dfmicrosenricesfsys\og,"e" : S Y.

Df’mi(roservicesftransferfdel’;aB:Df129e—1 Ta- .-0250f2000002

[=] /microse =2f2000002 “Password™: "ENC(ZGVsbDEyMu=

D,fmicroser\ricesfws-dataﬂeE‘lDDSCS-' 2 "DBName": “"postgres”,

[ /task/computed/664482874ee 7™ N "SSUlede”: Miisablet

D,n"taskfcorej66456e276d0494hm e }s

[E] /task/emulator/66448288  ub74d0fb2co4 v "TSD?,;éT;pe‘,: —

(5] /task/flow-engine/6 4 "DBName": "t=db",

(5] /task/flow-schedule/= sosB0d4da ‘,;Zzzz::“ ;:a)

[=]/task/rule/664 ) _acfobods4 = “Influx*: {

[E]/task/task/664vsns 510 *S18c9e6 "Protocol”: "HTTP, .
Addr™: "http://127.0.8.1:3086",

[F] ftask/warning/664 v souw . "Username™: "admin”,
"Password”: "ENC({ZGVsbDEyMw=

"Sharding": true,
"CreateDatabasesql": "create database \"¥s\""

SHTHESEIEEE, 1Rk, ESAIR-PGSQLIRSS

7 ExeEE U —

IHEF)  EIO) EF(V)
HE 8 WERSCE B3 AF EEEE BS

% PID sk fre .

L5 AarSve Agent Activation... BFEIE AarSvcGr...

% AarSve_201b49b2f Agent Activation... B&EIE AarSveGr..,

MR-DPE RATION 7612  AIR-OPERATION 1EEET

’,.r} AIR-PGSQL 4820  AIR neemd . T

Lealr-redis 5008  air- FH(S)

i ARouter AllJ FIE(T) LocalServ..,
4 ALG rpr L EFEIR) |

L5 ApplDSve Apg TFHES V) LocalServ...
L Appinfo 3420  Apg TEEEEE(0) netsvecs

C; AppMgmt Apg HEIREMES D) netsvcs

o AppReadiness App megomess———r=——AppReadi...

o AR ¥ E L [ L A S ¥ =¥ o



6.EIRRFMHITHemd, #EApm2 kill
BER C\WINDOWS\system32\cmd.exe

Microsoft Windows [REZR 10. 0. 19045, 4417]
(c) Wicrosoft Corporation. 18 PTETYHF.

WsersAdmini stratorspm? kill
Applying action deleteProcessId on app [alll(ids:
2, 3, 4 F A
12, , : , 17, 18, 19,
22023, 24, 25 26, 2Y, 28, 29,
a3, 34, 35, 3/, 3T, 38, 39

[@jessety/prnf-logrotate:pm2-logrotate] (0) .
[corel (1) -

[warning] (2] -

[task](3) .
[flow-python-script] (4) .
[flow-opec] (B)
[syslogpromtaill (71 .
[ws—-datal (B) .
[syslog] (B)
[driver] (3) .

[matt] (100 .
[etcdkeeper] (11) .
[auth] (12} .
[log-handle-node] (227 .
lalgorithm] (13) .
[transfer] (14) .
[task-schedule] (15) .
[computed] (16) .

[check] (17) .
[promtail] (18) .
[mapping] (19) .
lemulator] (200 .

[stats] (21) .
[history-computed] (23) .
[traefik] (25) .
[flow-schedule] (24) .
[compute-record] (26) .
[rule] (27) .

[loki](28) .
[exporter] (207 .

[etcd] (300

[storage] (31) .

[online] (32) .
[il18n-errcode] (33) .
[flow] (34) .
[syslogloki] (35) .
[front] (26) .
[flow-engine] (37) .
[WEb] (38) [
[default-6612500L5e0L0212067 13548 -modbus] (39) .
[data-source] (400 .
[prometheus] (411 .
[influx] (427 .

[v] A11 Applications Stopped
[+] PM2 Daemon Stopped




7IIHESSEERE, EIRSS, E/SAIR-OPERATIONHRSS
=2 4 WARSEE B9 AR wEEs| BS

Fa

£ PID T HE B
i AarSvc Agent Activation... BEFIE AarSvciGr...
o Agent Activation.. BEEIE AarSveGr..,
L CLAIR-OPERATION | 7612  AIR-OPERATION  IFfEiEfT
FHE(S) ey 4820 AIR-PGSQL FEES
p i )] 1 5008  air-redis 1FEEfT
EHER) r AllJoyn Router 5. BEfELL LocalServ...
FTFFERE V) Application Laye... B&ELE
EEEE0) ic Application Iden... Bf&LE LocalServ...
sEpEEEDS D) 3420  Application Infor.. IEFEET netsvecs
_....-.—.F.Fmg-ﬂt Application Man... BfELL netsves
FE Ml andinnee Ao Dondinaee =TS P Y
{EeitredisBRSSRYIHOT

1. EBREMITHcmd, ZE1EFBRair-redisfzss

SC STOP air-redis

SC DELETE air-redis

2.CEHRIBRSS, Balig<{Esiredisin6379 9= Rk

"ZEER\1lib\base\redis-latest\redis-server" --service-install --service-name AIR-REDIS --
loglevel verbose --logfile "ZTIZEHF\airiot\db\redisdb\redis.log" --bind 127.0.0.1 --port Y

ZFAwE --requirepass ${NEW_PASSWORD} --appendonly yes

SC DESCRIPTION AIR-REDIS AIRIOTY&ARedisEiERE

SC START AIR-REDIS

3. B8 T Fhttp://127.0.0.1:58080, mthetcdkeeper, MNZERD(ZIHER)


http://127.0.0.1:58080/

4. A Mairiot/config/pro.jsonli, {EredistIECE, WNE, K237HEXNFE 2T BRI HimA :
{® ETCD Keeper v3

) = 127.0.0.1:2379

[airiot/config/pro.json

"Timeout™: 5,
"MaxConn": 5@,
= "Influx™: {

"Protocol™: "HTTP",
"Addr™: "http://127.0.8.1:3886",
"Username™: "admin”,
"Password™: “ENC({ZGVsbDEyMw==)",
"Sharding™: true,
"CreateDatabase5ql™: "create database \"¥s\""

- rs |
"127.8.8.1:637%"

"Password”: "ENC{ZGVsbDEyMw==)",
"PoolSize": 12
¥
- "MQ": {
"MQType™: "mgtt",
"TopicPrefix": "data/",
v "MQTT™: {
"Host"™: "127.8.0.1",

LU o IR | acan



5. 8BRBMHITHcmd, HEApm2 kill
BER C\WINDOWS\system32\cmd.exe

Microsoft Windows [REZR 10. 0. 19045, 4417]
(c) Wicrosoft Corporation. 18 PTETYHF.

WsersAdmini stratorspm? kill
Applying action deleteProcessId on app [alll(ids:
2, 3, 4 F A
12, , : , 17, 18, 19,
22023, 24, 25 26, 2Y, 28, 29,
a3, 34, 35, 3/, 3T, 38, 39

[@jessety/prnf-logrotate:pm2-logrotate] (0) .
[corel (1) -

[warning] (2] -

[task](3) .
[flow-python-script] (4) .
[flow-opec] (B)
[syslogpromtaill (71 .
[ws—-datal (B) .
[syslog] (B)
[driver] (3) .

[matt] (100 .
[etcdkeeper] (11) .
[auth] (12} .
[log-handle-node] (227 .
lalgorithm] (13) .
[transfer] (14) .
[task-schedule] (15) .
[computed] (16) .

[check] (17) .
[promtail] (18) .
[mapping] (19) .
lemulator] (200 .

[stats] (21) .
[history-computed] (23) .
[traefik] (25) .
[flow-schedule] (24) .
[compute-record] (26) .
[rule] (27) .

[loki](28) .
[exporter] (207 .

[etcd] (300

[storage] (31) .

[online] (32) .
[il18n-errcode] (33) .
[flow] (34) .
[syslogloki] (35) .
[front] (26) .
[flow-engine] (37) .
[WEb] (38) [
[default-6612500L5e0L0212067 13548 -modbus] (39) .
[data-source] (400 .
[prometheus] (411 .
[influx] (427 .

[v] A11 Applications Stopped
[+] PM2 Daemon Stopped




6.FTFHMESSEERE, EEIRSS, E/SAIR-OPERATIONHRSS
=2 4 WARSEE B9 AR wEEs| BS

g5 PID ek HE |
S AarSvc Agent Activation... BEFIE AarSvciGr...
o Agent Activation.. BEEIE AarSveGr..,
L CLAIR-OPERATION | 7612  AIR-OPERATION  IFfEiEfT
FHE(S) ey 4820 AIR-PGSQL FEER
p i )] 1 5008  air-redis 1FEEfT
EHER) r AllJoyn Router 5. BEfELL LocalServ...
FTFFERE V) Application Laye... B&ELE
EEEE0) ic Application Iden... Bf&LE LocalServ...
sEpEEEDS D) 3420  Application Infor.. IEFEET netsvecs

mit Application Man... BfELL netsves
L A o Dnline | DU A
{EeitraefikiRS5RYIRO
traefikislfr 7y MmO, 43307931000%038080

1. ¥ T traefikELE X4 (LB F/lib/base/traefik/traefik.yml), NE:

l v AIRIOT » lib » base » traefik v T traefik HEE
A s i R == Fl
' routes.yml 2024/4/15 17:57 Yam| JEx0{F 5 KB
[ traefik.exe 2021/11/26 16:00 WEREF 85,104 KB
I I traefileyml 202242422 15:20 Yam| JB0{4 1 KB
Qf’ Jib\base\traefik)\traefilcyml - Notepad++ [Administrator]
AR R|EE EEE HEN &EN B0 EEI LR =M =ETR)
o = s @ & H| | 8 Bg | ® x| | =2 i
i - Liga
1 — IentryE‘oi nt=:
2 — weh:
3 | address: :31000 |
- [ forwardedHeaders:
= in=zecure: true
& [ tros=tedIPs:
T - "127.0.0.1"
8 [ o
2 address: :(3B0E80
v - _
I8 239 %% 1t [Flapt:

2 (& SRR O AEMERRE, HREFRENH



33T 4RI programs.ymIx {4 (ZE B R /lib/operation/programs.yml), {&&itraefikfREZAIRO A2
= pm2: {:
[F]- namespace: base

name: trasefik

command: traefik.exe

environ:

i flib/base/traefik

: trume
ztart retries:
version:

L sz: i}
HERNZHIFO [l- namespace: service

4. E=AIR-OPERATIONRSS
B 58 WERSEE BW Be EEEs| BS

o

EZ5R PID i ks ]
i AarSve Agent Activation... BEELE AarSveGr..,
' Agent Activation... BEELE AarSvcGr...
| : AIR-OPERATION | 7612 AIR-OPERATION  IF{EiEfT
FH&(S) ot Y 4820 AIR-PGSQL [EEEST
pi ()] ] 5008  air-redis EEET
EFER) r AlJoyn Router 5. BEfELE LocalServ...
STFHRE (V) Application Laye... BfEILC
EEEE(0) v Application Iden... BEfEILL LocalServ...
TR D) 3420  Application Infor.. IFEET netsvcs
BfFIE netswecs

mt Application Man...
A e e | cut | Ao
S.ia#ENHERtraefikiRSS

RS traefik Q,

SRS

I =1 C ER O Bk HEFR

00 jathes iz ot et
oo BREE IEssER e

T traefik =T

{ErweblRSSRYiR O]



13T webER & {4 (ZEE B F/lib/base/nginx-1.18.0/conf/nginx.conf), NE:

IHEER : AIRICT » b » base » nginx-1.18.0 » conf v & | IE conf RIEE
ER EHERR E=Sic] Fh
D fastcgi.conf 202074721 22:12 CONF 3244 2 KB
| | fastcgi_params 2020/4/21 22:12 i 2 KB
| kaoi-utf 2020/4/21 22:12 s 3 KB o
L] koi-win 2020/4/21 22:12 ST 3 KB
L mimetvges 2020/4/21 22:12 TYPES 37{% 6 KB
|_|1 nginx.conf 2024/3/18 15:18 CONF 304 S KB
|| scgi_params 2020/4/21 2212 Brie 1 KB
'] uwsgi_params 2020/4/21 2212 I 1KB
[ win-utf 2020/4/21 22:12 i 4 KB
Q{ yibybase\nginx-1.18.0hconf\nginx.conf - Notepad++ [Administrator]

HHF) fRE(E) BERES) #MEV) &®BEN) ES0 \EEM IRO) =M) ETR O OBEHE) s00m) ?

cHHERLEE s hbh/ee/ty 2 BE T ERERNe® | ®E|
H 'i' \— "i 1 =] nginx.conf Eﬂl

keepalive timeout &5;
B 4.0 )
gzip on;

gzip min length 1k:
gzip buffers 4 1&k:
gzip comp lewvel &;

B B3 B3 B ORI OB B3 OB
W om =1 o nods L R

30 gzip wvary off;

31 gzip disable "MS5IE [1-61\.";

3z

33

34 fastcgi intercept errors on;

=S proxy intercept errors on;

36

=17 zerver

28 listen 3030;

I server name localhost;

40

41 client max body size 10240M:
42 client header buffer size 512k;

2 (& SRR O AEME RO, FREFEENH

gzip types text/plain application/javascript application/x-javascript text/cas



3FTHE%ERIprograms.ymIX 4 (Z2=HR/lib/operation/programs.yml), {&XwebREAVimO 52548

[rasan =

[F]- namespace: base

name: wWeb

command: nginzx.exe -c conf/nginx.conf
environ: []

directory: ./lib/base/nginx-1.18.0

port=s:
- 3030
2tart_aunto: truoe

gtart retries:
ver=zion:

FRozsiEin - ee2: O

4. ESAIR-OPERATIONRSS
#E £ UERELE Bn Be EEEE| BE

Fa

£ PID T HE B
i AarSvc Agent Activation... BEFIE AarSvciGr...
o Agent Activation.. BEEIE AarSveGr..,
L CLAIR-OPERATION | 7612  AIR-OPERATION  IFfEiEfT
FHE(S) ey 4820 AIR-PGSQL FEES
p i )] 1 5008  air-redis 1FEEfT
EHER) r AllJoyn Router 5. BEfELL LocalServ...
FTFFERE V) Applicatinn Laye.. BEFIC
EEEE0) ic Application Iden... Bf&LE LocalServ...
sEpEEEDS D) 3420 Applicatinn Infor.. 1EEET netsvecs
mit Application Man... BfELL netsves
| N o Dtinnce | U | Ao
5.1cHEEEFwebiRSS
EREE  web Q
Il 21 CEE O Bk |EEia—s
L s
web =T
{Er&tlokifRs3 YR O

lokifRSZ IR NHL, 95793100,9095
JE BRI 99095, BILIBKTEE6. 7. 84 1 FTFFlokiFi &N (ZEER F/lib/base/loki/local-



config.yaml), #0E:

s Windows [(C:) » AIRIOT » lib 3 base » lok w| 8y =T
FF fEHEs i 7
| local-config.yaml 2023/12/8 18:28 Yaml {83045
3 loki-windows-amd&d.exe 2023/8/23 15:06 R FRER

CHAIRIOTib\baselokiylocal-config.yaml - Motepad++ [Administrator]
HF fwsE|(E #BRE) WMEN K\BEN E=E0 =B IR =M ETR)O#
BEHE R GE8 shhmP2e| i x| EEIZ1EEL

programs.yml 3 E local-config.yaml E3

1 Iauth_enabled: fal=e

2

3 [|frontend:

4 addres=s: 127.0.0.1

g £

& = I

7 http listen port: 2100

8 grpc listen port: -SC0CSE

2 http_servgr_read_tirr.er:u'.;lt: 10m

0 $ http server write timeout: 10m

1 # http listen address: 0.0.0.0

2 $ grpc listen address: 0.0.0.0

= grpc_=Server _max recv _m=2g size: 1572864000
grpc_=server max send m=2g size: 1572264000
5 i

2 (& SRR O AEME RO, FHREFERENH

3 TFHEHER I programs.ymIsZit(ZeEEE R/lib/operation/programs.yml), {&XlokifRSE iR 24518
IR AR

- namespace: base
name: loki
command: loki-window=s-amd&d.exe
—guerier.max-concurrent=50
environ: []
directory: ./lib/base/loki

X true
gtart retries: -1
version: Z.°5.C0
repo: loki
pm2: {1}

- namespace: SeIrvice



4 EEAIR-OPERATIONRSS

HE 45 NEhTSE B3 B sl BS
£ PID T HE B
i AarSvc Agent Activation... BEFIE AarSvciGr...
Agent Activation.. BEEIE AarSveGr..,
L CLAIR-OPERATION | 7612  AIR-OPERATION  IFfEiEfT
FHE(S) ey 4820 AIR-PGSQL FEES
p i )] 1 5008  air-redis 1FEEfT
EHER) r AllJoyn Router 5. BEfELL LocalServ...
FTFFERE V) Application Laye... B&ELE
EEEE0) ic Applicatinn Iden... EH%_.IJ_: i LocalServ...
sEpEEEDS D) 3420  Application Infor.. IEFEET netsvecs
mit Application Man... BfELL netsves
| N o Dtinnce | U | Ao
5.1z NEEFlokifRSS
RSSER ok Q
Il =1k C ER O Bk HEFR
" BEER \ e
loki BT
syslogloki =T




6./&8 promtail it & 14 (Z =B =/lib/base/promtail/promtail-config.yaml)sadlokiim

=

EEHE s ; » AIRICT » lib » base » promtail v Q) it pr
£ ErHER =i I
' positions.yaml 2024/5/17 10:53 Yaml JE37{%
I promtail-config.yam| 2023/11/14 10:25 Yaml JE3{E
[8z] promtail-windows-amdéd.exe 2023/8/23 15:07 R FRE a
[l T Tlib\base\promtail\ypromtail-config.yaml - Notepad++ [Administrator]
IHEF REEE BEE HEN REN S0 EEmM IR =M OETROEY
cHDEHERELE| s R pe | My @ |EEI=1EE
E programs.yml tﬂlElocal-conﬁg.yaml 1 [=| promtail-config.yaml E]l
1 [Fl=erver:
2 http listen port: =050
= grpc listen port:
4 grpc_sServer maxX Trecv m=g size: 1572564000
= grpc_server max send m=g size: 1572564000
5 L
7 [Fpositions:
8 filename: ./positions.yaml
9 t EEZRAESEEIFY positions XfF
10 ignore invalid yaml: true
11 -
| 12 client=:
13 - arl: http://127.000.1:3100/ Lokl /api/v1l/push
14 # batchsize: 1000kad )
15
16 scrape configs:
17 - job name: flog scrape
118 = s=tatic confiags:




7 1&Xflow-enginefit B 314 (L2 B F/lib/service/flow-engine/configs/config.yaml)gfdlokiiz

..... » lib » service » flow-engine » configs v O £ configs &
£ FErHER =H Fh
locale 2024/4/7 9:59 i
' config.yaml 2024/4/3 16:17 Yaml| JE=fE 1 KB
@ .. "\lib\service\flow-engine\configs\config.yaml - Notepad++ [Administrator]

T REE 26 #EV SBN S50 BEM I80) =M ETR EHe) =
cHEHREE L s ke ax|EEI=T1EZED

E programs.yml fﬂlE local-config.yaml fﬂlE promtail-config.yaml &3 = config.yaml E]l

22 OneryUrlPath: /loki/api/vl/query range
23 RBotationConunt: ©

24 lonTime. oo
25 - | Url: http://127.0.0.1:3100

3

k]

k]

26

27 [F]Service

28 ExecCount: 1

25 ExecTimeont: 120

30 FlowInstanceCycleInterval: Sm
31 L  LeogCleanInterval: Sm

8.i=HETAE &= /S flow-enigne, promtail IR5%

IEEEE flow-engine Q,

I =1k C &R O Rk ind

S EERSE A

flow-engine i



IBEEE promtail Q,

I =1k C &R O Rk HEAR

B RSER \ Wt

promtail =T

{Ep&sysloglokifRs3hYiROl

sysloglokifRSS s NRE, 7550/33101,49095
M BRI 949095, BILABKETEG. 7. 825 1FTFHokiBES (LR
F/lib/base/syslogloki/local-config.yaml), a0E:

JFEEE » Windows (C) » AIRIOT » lib » base » sysloglok v O It syslogloki =
EZ* EHER =H Fuh
I local-config.yaml 2023/12/8 18:27 Yaml JE=0i4 2 KB

[a CAAIRIOT\ib\base\syslogloki\local-config.yaml - Notepad++ [Administrator]
TR REE 2R WAV #BN) BS0 BEM I8O0) =M EGR) EHE) 500
cHHEREGEE LD/ oy as | BES1TEFEE0E

H programs.yml \ﬂl local-config.yaml dlE promtail-config.yaml &3 [=] local-config.yaml Eil

http listen port: =101

grpc_listen port: <5055

1 anth enabled: false
2

3 [|frontend:

4 addres=s: 127.0.0.1
[ L

6 =EETvETT

2 g m
10 E http server write timecut: 10m
11 # http listen address: 0.0.0.0

-
J

£ e TG e s s 08 S0

2 (&2 S FRRNm O AEMERRE, FREFECEN Y

33 TFHE#Rprograms.ymis {4 (ZEEB F/lib/operation/programs.yml), {&sysloglokifgEZHimO A%
2 HERERYZ RimO



[F]- namespace: base
name: syslogloki

command: loki-windows-—-amdéd.exe —config.
environ:
directory: ./lib/baze/loki

= true
ztart retrie=:
version:

repo: loki
L pm2: {}

—l— THAMAEITLAOAS " Farwri e

4.E5AIR-OPERATIONRSS
#E £ UERELE Bn Be EEEE| BE

Fa

£ PID T HE B
i AarSvc Agent Activation... BEFIE AarSvciGr...
o Agent Activation.. BEEIE AarSveGr..,
L CLAIR-OPERATION | 7612  AIR-OPERATION  IFfEiEfT
FHE(S) ey 4820 AIR-PGSQL FEER
p i )] 1 5008  air-redis 1FEEfT
EHER) r AllJoyn Router 5. BEfELL LocalServ...
FTFFERE V) Application Laye... B&ELE
EEEE0) ic Application Iden... Bf&LE LocalServ...
sEpEEEDS D) 3420  Application Infor.. IEFEET netsvecs

mit Application Man... BfELL netsves
L A o Dnline | DU A

5. a4ETREERsysloglokifRss

IREEE  syslogloki Q,
HEE  CEE ek T #EFS
RSETR s
syslogloki =5

6.1&¥syslogpromtail Bt &3 14-(Z 2 H 5/lib/base/syslogpromtail/promtail-config.yaml)shfisyslogloki
i ]



FEEE » Windows (C) » AIRIOT » lib » base » syslogpromtail v O | T syslog)

Py

== B EEE =3 Foh
I positions.yaml 2024/5/17 11:48 Yaml JB3{E 48
I promtail-config.yam| 2024/1/18 13:40 Yam| #3043 2

[a CAAIRIOT\ib\base\syslogpromtail\promtail-config.yaml - Notepad++ [Administratar]
IR REE(E) EEE) MEN &N B0 2EM IR0 =M TR BEP
sHHERLEa s hh|lseay x| BEHISTEDZD!

|=| promtail-config.yaml E3 |

1 [F]=erver:

2 http li=ten port: =502C

3 grpc listen port:

4 grpc_=Server maxX Tecv m=g sSize: 1572264000
5 grpc_=erver max =send m=g fize: 1572864000

g 2

7 [po=itions=:

8 filename: ../syslogpromtail/positions.yaml
g t ELEREAEESHENY positions M

[
=

ignore invalid yaml: true

[
=

| clients=:
—| - mrl: http://127.080.1:3101/1gki/api/v1l/push

# batchsize: 1000

(R
(L ]

=
s

15 -

14 Escrape_confi gs:
17 —

— Anmh mama: Flomr =-crans



7 (&8 syslogfe B (LB F/lib/service/syslog/configs/config.yaml)shfdsysloglokiim

fE » Windows (C:) » AIRIOT » lib » service » syslog » configs w| =
=8 B HEs =R
locale 2024/4/7 9:59 iE=
' config.yaml 2024/4/3 16:16 Yaml B0

o CAAIRIOT\ib\service\syslog\configs\canfig.yaml - Notepad++ [Administrator]
TR REE 2RO WAV HKBN S=0 BE0 IE0) =M EGR)
cHHReRGA s bk 2|y s BE|1[E

o promtail-config.yaml 3 [ config.yaml E]l

1 E%App:
2 —| Etecd:
3 DialTimecont: 1C
4 Endpoints:
S - 127.0.0.1:237%9
& Password: EHNC(ZGVshDIEyHw==)
7 = OT=ername: root
EtodConfig: /fairiot/config/pro.json

2 Server:

10 HTTP:

11 Port: :SS004

12 Metadata:

13 env: local

14 L ServerName: sy=slog

15 Sy=log:

1a % Loki:

17 ClearUrlPath: floklfaplfvlfdelete
8 OmeryUrlPath: ry range
15 = OUrl: http://147.0.0.1:3101

20 - Type: null

21

8= E &[S syslog,syslogpromtail fR$%

EEEE  syslog Q

i er e v

m RSER W

syslog =T
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I =1 C ER O #iks HEAR

I EEESE T W

T
i

syslogpromtail

€2 promtailiR53AYiRO0

13T promtail B &4 (LB F/lib/base/promtail/promtail-config.yaml), NE:

= AIRIOT » lib » base » promtail v @ | £ promtail B
= M HE =ik Foh
I positions.yaml 2024/5/17 15:01 Yaml iE32{E 1KB
I promtail-config.yam| 2023/11/14 10:25 Yaml iE=0{EF 2 KB
[8E] promtail-windows-amd6d.exe 2023/8/23 15:07 RIFEE 89,300 KB

m ) Twib\base\promtail\promtail-config.yaml - Motepad++ [Administrator]
M) &wEE) EERG) NEM /BN O ESL RwEM LEO) =M TR #BEE s00
cHHERGE i hbloe a2 x|BE =1/ EZEBE

B promtail-config.yaml dlE config.yam| dlE programsyml 0 [=| promtail-config.yaml £ |

1 []=erver:
2 http li=ten po
3 grpc li=sten port:
4 grpc_=Server maX Trecv m=2g fize: 1572864000
5 grpc_=erver max send m=g size: 1572864000
6 L
7 [po=itions=:
8 filename: ./positions.yaml
g : ELTREAEEHENY positions M
10 ignore invalid yaml: true
a1

2 (& SRR O AR RRO, FREFRENH

3 TFREHER programs.ymIsZit(ZEEE R/lib/operation/programs.yml), & promtail RS AR /552
SHERN=HIRA



Z]- namespace: base
name: promtail

environ:
directory:

ports:
- G080

.flib/haze/promtail

troe
z=tart retries=s:

version:
repo: promtail
L pm2: {}

4 ESAIR-OPERATIONERSS

command: promtail-windows-amdéd.exe -config.file=./promtail-config.yaml --log.level=debug

HE 45 NEhTSE B3 B sl BS
£ PID T HE B
i AarSvc Agent Activation... BEFIE AarSvciGr...
: Agent Activation.. BEEIE AarSveGr..,
L CLAIR-OPERATION | 7612  AIR-OPERATION  IFfEiEfT
FHE(S) ey 4820 AIR-PGSQL FEES
p i )] 1 5008  air-redis 1FEEfT
EHER) r AllJoyn Router 5. BEfELL LocalServ...
FTFFERE V) Application Laye... B&ELE
EEEE0) ic Application Iden... Bf&LE LocalServ...
sEpEEEDS D) 3420 Applicatinn Infor.. 1EEET netsvecs
mit Application Man... BfELL netsves
| N o Dtinnce | U | Ao
5.z HEIEGpromtail iS55
IFEEE  promtail Q,
Il =1k C EE O Bk HEFR
" ESER B
promtail BT

&8 syslogpromtailfRs3 YR O]



1.F¥]FFsyslogpromtail B & 44 (Z2= B 5/lib/base/syslogpromtail /promtail-config.yaml), #1E:

" AIRIOT » lib » base » promtail v O | £ promtail FE
B EMERR =3 Foh
' positions.yaml 2024/5/17 15:01 Yam| B30 1KB
I promtail-config.yam| 2023/11/14 10:25 Yaml J85iF 2 KB
[8Z] promtail-windows-amdéd.exe 2023/8/23 15:07 NEEE 89,300 KB
I
m Tylib\base\promtail\promtail-config.yaml - Notepad++ [Administrator]
MR FEE) ERE) HEM &EN) O ESL 'EEM LR =M O ETR OSSP sO0
cHEHEERLE shDh/octy 25| EBE T EZERE
E promtail-config.yaml dlE config.yam| dlE programsyml £ [=] promtail-config.yam| B |
1 [Fl=erver:
2 http li=ten po
= grpc_listen port:
4 grpc_sServer max Trecv m=g size: 1572564000
=) grpc_server max send m=g size: 1572564000
& £
7 [Fpositions:
B filename: ./pozitions.yaml
g 3 EEEREFEEHENY positions
10 ignore invalid yaml: true

2 (& SRR O AEME RO, FHREFERENH

3 FIFEHEIprograms.ymisZ{4(Z2E B R/lib/operation/programs.yml), {&syslogpromtail iRS3HYiR
N2 EERIZ Rim
—|- namespace:!: kase
name: syslogpromtail
—| command: promtail-windows-amdéd.exe -config.file=../zyzlogpromtail /promtail-config.yaml

- ——log.level=info
environ: []

di re oYy Slib/haze/promtail
x 1 trume
start retries: -1

version: Z.°5.C0
repo: promtail
- pmz: {}
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#E £ UERELE Bn Be EEEE| BE

£ PID T HE B
i AarSvc Agent Activation... BEFIE AarSvciGr...
: Agent Activation.. BEEIE AarSveGr..,
L CLAIR-OPERATION | 7612  AIR-OPERATION  IFfEiEfT
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EiMm 1 5008  air-redis IFTEEST
EHER) r AllJoyn Router 5. BEfELL LocalServ...
FTFFERE V) Application Laye... B&ELE
_ . B
EEEE0) ic Application Iden =1 LocalServ
sEpEEEDS D) 3420 Applicatinn Infor.. 1EEET netsvecs
mit Application Man... BfELL netsves
| N o Dtinnce | U | Ao

5. =4 E E Esyslogpromtail IR 5%

RSB  syslogprom Q
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AR i INAYHEEE(C)
SAH SN I thages QF =B HEN
<t EL> - A (B)... TCPv4 “

System v o o

TCPIP Performance Diagnastics -

TCPIP Performance Diagnostics (Per-CPU) .

TCPv4 v

TCPvb >

Telephony sz v

Teredo Client 1 ﬁ}:ﬁ:TC PV4 v I

Teredo Relay v

Teredo Server .

M

2. _dgin

D) >> BIRR) << 3. SERE

O BkER(H) e HHE

4 EE 'Connections Active'f92(&, HBiIZ505EAHERIRIEH,
| | |

Df T T T T T T T T 1
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B | 16,381.000 ¥y 16,324.646 &/ | 16,288.000 Sk 16,381.000 I#aaqré]l 1:40
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[ — 1] Connection Failures --- --- TCPv4 \LAPTOP-3UNOVI...
[ — 1.0 Connections Reset --- --- TCPv4 \\LAPTOP-3UNOVJ...
[ — 01 Segments Received/sec  --- === TCPv4 \\LAPTOP-3UNOVJ...
[ 0.1 Segments Sent/sec --- --- TCPv4 \LAPTOP-3UNOVI...
I 0.1 Segments Retransmitted... --- --- TCPv4 \LAPTOP-3UNOVI...
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2%\ 'netstat -noqt', E&SAEEHERZHIHIEPID; WAILIFTHpowershellFHHALITESHIE:

Get-NetTCPConnection | Group-Object -Property State, OwningProcess | Select -Property Count,
Name, @{Name="ProcessName";Expression={(Get-Process -PID ($_.Name.Split(',')[-1].Trim("

'))).Name}}, Group | Sort Count -Descending

3AEZAESFaTREEFRERA, WXHFZ
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WindowsZz % (dEpm2)

Bign: MCNAIRIOT iEREZE DAAIRIOT, R HHER R IR SCPR Bk HAT
1.E1LEE

LABTERS4FTFFcmd sc stop AIRIOT

sc delete AIRIOT

2. FBER

B CETHIAIRIOT 4 E4IZIDER

3.6UEMRSS

¥TFemd H#HAD:\AIRIOT\nssm-2.24\win64 nssm.exe install

N MNS5M service installer oy
Application l Details] Log u:un] Dependencies] F'ru:u:ess] Shutdnwn] Exit 4] ¥
Application
Path: |D:"-.-'i‘-.lHIEIT'xu:-peratiu:un'xu:uperatiu:un.e:-ce
Startup directaony: |D:"-.-'-‘-.IHIEIT"~|:-|:|erati|:|n
Arguments; |-|: confige/config.toml
Service name; |.-'-‘-.IFIII:IT| |nztall service | Cancel |
#HNSSM service installer&g ETPNSESI

FBRR, =& Install service’

4 EEER

PIEHERBM)HITFcmd sc start AIRIOT
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. PlugPlay 668  Plug and Play [FEEIT DcomLau...
pm2exe 16360 PM2 (EEmEG
S PNRPAutoReg PNRP Machine N... it LocalServi...

L. PNIRPsve Pear Mame Resol.. B LocalServi...

2 ¥ aiTBREENE
S5IC\AIRIOTXC#5ZIDE

3{EeiE B RPN HFRIBRIIEE

1) #EAD:\AIRIOT\airiot\loki
{&dllocal-config.yamISZ{4RIEER, 1EC\AIRIOTEZID\AIRIOT
2) #AD:\AIRIOT\airiot\syslogloki
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> Windows (C:) » ProgramData »

o

=4

Oray
OrayClient
Package Cache

Packages

pm2

PreEmptive Solutions

Pulse Secure

5.EMeIEARS

ERREFTFHFemd, YT

delete AIR-OPERATION
delete AIR-PGSQL
delete air-redis
delete pm2.exe

HEAFHIZIEE R
D:\AIRIOT

/] PUTLRRA
install.bat

// Bohair-operationfRss
sc start air-operation

fEeHEA
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2022/7/9 9:26
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EEGD: CA\WINDOWS\system32\cmd.exe

D:\AIRIOT1>install. bat

Script directory: D: \AIRIOT1\

pg. exe path: "D: {IRIOTI___b bace \pgsql \bin\pg ctl. exe”
pgdata path: “D:\AIRIOT1\airiot\db\postgres\pgdata”
[SC] CreateService KM 1073:

a8 7 IR %% CAFEAE .

[SC] ChangeServiceConfig2 F&I)
[SC] StartService ZRI 1056:

Mk 5% s e is

"7 redis %
[sc] ChangeServiceConfig? HiIl
[SC] StartService ZKI 1056:
Ak 45 i s fpl O AEIE AT .
[SC] CreateService KM 1073:
1 € PR 35 CAFAE.

[SC] ChangeServiceConfig?2 F&I)
WARNING: Bundle was created on win32—10. 0. 22631 but this is wind2-10. 0. 22000.

New version of npm available! -
Changelog:
Run to update!

Setting changed
set pmZ2—-logrotate:retain 3
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l:a%IRIDTl
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INERIEELETERIN https AUEIAIGE, ATLURLA T BHERE:

1. ESIE
TS S S B RS R ES.
EREALT 2 M

o <3{4>.key
o <Mf4>.pem

ERBEEZRIETRR, NRHEBALEIHARIERRED.

2. (ZFRiE
1. LIGIEDH

B 81 PEREIRINM LIERFaiRSESE L.

AJLUSIEB XA ERE FEREIRBR/1ib/base/nginx-1.18.0/cert BRT. HIUN:
D:/AIRIOT/lib/base/nginx-1.18.0/cert

2. (EPiEcE

B2 web ARSZAY nginx.conf BCENG. iIZNHRIIRIREE N FaLERER/1ib/base/nginx-
1.18.0/conf/nginx. conf. (FRANARIE T BT FRZ Y, 1ZRBBLI NS BHITIRE:

1. BMBIROIEISIhttps

WNRBEIMEIHCMERA https BIHEST, BEIEK nginx.conf FHY 3030 iHEXINAY server AR, iR
0 ss1 HEXECE.

i FEIETEIRNRE.

server {

# BinOSXA 443 FHEH ssl




listen 443 ssl;
# iplERE, SPMEBUSED T

server_name localhost;

# IEPBEXEE, BMRERALIREBERIER
ssl certificate key FELERHEZR/1lib/base/nginx-1.18.0/cert/<NHR>. key;
ssl_certificate FEELERBER/1ib/base/nginx-1.18.0/cert/<N /4> . pem;

# ss1IGUFfEXBECE
ssl_session_timeout 5m; HEFAWEA
ssl ciphers ECDHE-RSA-AES128-GCM-

SHA256 : ECDHE : ECDH: AES :HIGH: INULL: !aNULL: !MD5: ! ADH: | RC4; #IIEEE
ssl_protocols TLSvl TLSvl.1 TLSv1.2; # 2P OIEATINZE MY
ssl_prefer_server_ciphers on; #FHARSSRIHIEIZEEX

# HARECERFFAZZRIA

2. FMNFIROJ3https

SNERAERERT 7BUF http A https FIFIGIRISIURY, BEIYNMI—EFSEE. LRAT:

o ¥4 3030 UHMRY server BLEEHI—p

o IZAIERY SR ZEEREHY server.

# [RBNECE

server {
listen 3030;
server_name localhost;
keepalive timeout 180;
client_header_timeout 180;
send_timeout 180;
client_body_timeout 180;
client_max_body_size 300000M;
proxy_connect_timeout 3600s;
proxy send_timeout 3600s;
proxy_read_timeout 3600s;
client_header_buffer_size 512k;
large client_header buffers 4 512k;
charset utf-8;

# HEAS
# FEFIFHENEE S

server {

# BimOSEN 443 HiGH ssl




listen 443 ssl;
# [AEE, S PNEEUASES

server_name localhost;

# IEPEXEE, BERBERALIRERENEE
ssl certificate key FELERHEZR/1lib/base/nginx-1.18.0/cert/<NHR>. key;
ssl_certificate FELERER/1ib/base/nginx-1.18.0/cert/<X{44%> .pem;

# ss1IQUFEXECE
ssl_session_timeout 5m; HEFEER
ssl ciphers ECDHE-RSA-AES128-GCM-

SHA256 : ECDHE : ECDH: AES :HIGH: INULL: !aNULL: !MD5: ! ADH: | RC4; #IIEEE
ssl_protocols TLSvl TLSvl.1 TLSv1.2; # RS HEE OGN MY
ssl_prefer_server_ciphers on; #FHARSSRIHIEIZEEX

# HARECERFFAZZRIA

3. ElRtEXHRSS
B EHEERG, HIIILERER nttp://ip:13030, A RSEE KR, KA wev RS, AWERTERS

BER, BE web [RSHNETIRES, MRA 1517, NRRMEXALI, SURTESKM. LT R web ARFSHY
gz XRPHETEERS, FRIEATPINEREEEENAYEZE, WEERIXED web.

IEAIOEEDRTIEE https WHSGHIANFA.



lokifRS5#R 5

LIP3 EEs

error contacting scheduler

REIFS:

level=error ts=2023-05-06T07:09:48.22772887 caller=scheduler_processor.go:86 msg="error contacting scheduler” err="rpc error: code = Unavailable desc = connection error: desc = \"transport: Error while dialing dial tcp
:9095: connectex: A connection attempt failed because the connected party did not properly respond after a period of time, or established connection failed because connected host has failed to respond.\"*

addr=172.19.83.237:9095

level=error ts=2023-05-06T07:09:48.3219644Z caller=scheduler_processor.go:86 msg="error contacting scheduler" err="rpc error: code = Unavailable desc = connection error: desc = \"transport: Error while dialing dial tcp

172.19.83.237:9095: connectex: A connection attempt failed because the connected party did not properly respond after a period of time, or established connection failed because connected host has failed to respond.\""

addr=172.19.83.237:9095

level=error ts=2023-05-06T07:09:48.3684638Z caller=scheduler_processor.go:86 msg="error contacting scheduler” err="rpc error: code = Unavailable desc = connection error: desc = \"transport: Error while dialing dial tcp

172.19.83.237:9095: connectex: A connection attempt failed because the connected party did not properly respond after a period of time, or established connection failed because connected host has failed to respond.\™

addr=172.19.83.237:9095

level=error ts=2023-05-06T07:09:48.41494727 caller=scheduler_processor.go:86 msg="error contacting scheduler” err="rpc error: code = Unavailable desc = connection error: desc = \"transport: Error while dialing dial tcp

172.19.83.237:9095: connectex: A connection attempt failed because the connected party did not properly respond after a period of time, or established connection failed because connected host has failed to respond.\"

addr=172.19.83.237:9095

level=error ts=2023-05-06T07:09:48.44744337 caller=scheduler_processor.go:86 msg="error contacting scheduler” err="rpc error: code = Unavailable desc = connection error: desc = \"transport: Error while dialing dial tcp

172.19.83.237:9095: connectex: A connection attempt failed because the connected party did not properly respond after a period of time, or established connection failed because connected host has failed to respond.\™"

addr=172.19.83.237:9095

level=error ts=2023-05-06T07:09:48.523981Z caller=scheduler_processor.go:86 msg="error contacting scheduler” err="rpc error: code = Unavailable desc = connection error: desc = \"transport: Error while dialing dial tcp

172.19.83.237:9095: connectex: A connection attempt failed because the connected party did not properly respond after a period of time, or established connection failed because connected host has failed to respond.\""

addr=172.19.83.237:9095

level=error ts=2023-05-06T07:09:48.523981Z caller=scheduler_processor.go:86 msg="error contacting scheduler" err="rpc error: code = Unavailable desc = connection error: desc = \"transport: Error while dialing dial tcp

172.19.83.237:9095: connectex: A connection attempt failed because the connected party did not properly respond after a period of time, or established connection failed because connected host has failed to respond.\™

addr=172.19.83.237:9095

level=error ts=2023-05-06T07:09:48.5545918Z caller=scheduler_processor.go:86 msg="error contacting scheduler” err="rpc error: code = Unavailable desc = connection error: desc = \"transport: Error while dialing dial tcp

172.19.83.237:9095: connectex: A connection attempt failed because the connected party did not properly respond after a period of time, or established connection failed because connected host has failed to respond.\"*

addr=172.19.83.237:9095

IRE:

WindowsEEfNEZ M, TlokifkSZHRIEEIRIMK, BUAERT —MREREIN R

RRRIE:

ELEER (BUAC/AIRIOT) /lokiMEMELE 24 ocal-config.yaml, IR




common :
path_prefix: /tmp/data/loki
storage:
s3:
endpoint: minio:9000
insecure: true
region: es-patata-1
bucketnames: test-logs
access_key_id: root
secret_access_key: SuperPasswordl
s3forcepathstyle: true

# storage:

# filesystem:

# chunks_directory: ftmp/data/loki/chunks

= rules_directory: /tmp/data/loki/rules

replication factor: 1

ring:
instance addr: 127.9.8.1 —-_____
kvstore:

store: inmemory

schema config:



Eads

linuxx%

BiI4n: & /opt/appiEfEE/home/app

1ELFE

HNFEELZEIRR Fla0/opt/app

cd /opt/app

./uninstall.sh

2. 8T

cd /home

mv /opt/app .

3.{&tdocker-compose.yml

t&docker-compose.ymlfldocker-compose-operation.ymlsrgl/opt/appEiafs/home/app

4. ZHFE

./runOperation.sh

./run.sh




B EIRSICES

linuxxZ%;

PRz EE R
HANLZEHF Foperation/data filfrdataB R RIS

EBfFoperation® =8

docker restart operation



dockeriZi1F 2

BUfR: EBdocker—ikIERE/ rootfiEE=BIARE, EadockerBIENASGIETE/var/lib/docker, #I
rootE—M R, FTLAEXSdockerif#iTiERe

{=1kdocker

systemctl stop docker

FEdocker X {HigE

iE: &M /var/lib/dockeri¥fEZE/home/docker, /homefRTEMERA— MR KRR

/var/1lib
-r docker /home/docker // f&dockerX{HiFFEZE/home

docker docker-old // ZFf{pdocker3{t
-s /home/docker /var/lib/docker // GliE5%#E, /var/lib/dockerigmFiEYdockerigi®/home/docker

Btjidocker

systemctl start docker

F¥aIEERMZE, MERdocker-old

cd /var/lib

rm -rf docker-old

@ INFO

E: HiBEImqgtt, mongojgalikigpermission denied, fERINE:

1. FIEEER



docker stop mongo mongo-set mqtt

2. MpRS=R

docker rm mongo mongo-set mqgtt

3. MBRI=&

docker rmi mongo:4.2.12
docker rmi airiot/rabbitmq:3.8.3-management-alpine

4. BIESNER

/1 BRRFELETE/home/app, WRIGAIREFE/home/app/1lib/base
cd /home/app/lib/base

docker load < mongo.tar.gz

docker < load < rabbitmqg.tar.gz

5.5 FE

docker-compose up -d




linux®Zi&dockerfgZiZibaEEHNiKO

o)A CentOS 8 &Ht, DockerZiEfm, DockeriZESes, FERIKIERIPIAZE. B IEHOMNIFFHIRZS
{K%%/iﬁllﬂﬂﬂlﬁﬂ B LApingi@EFEAIP, {BRcurlfEZRunreachable

BRI

1. FEIPHEHEE & BRABIR T firewalld &2 A RE, TLIT firewall-cmd --query-masquerade
BERS, WiZEno, BT NENGSKATBER.

firewall-cmd --add-masquerade --permanent

2. BRBXIE

firewall-cmd --reload

3. ERdocker

systemctl restart docker



dockerfJER/H3E

@ INFO

fBIR{S5: ERROR: could not find an available, non-overlapping IPv4 address pool among the
defaults to assign to the network

BRI

{Edocker-FELIARIER

dockerid-RENAMER—%/9172.17.0.1/16

cd /etc/docker

vi daemon.json

INMERECE {"bip": "172.20.0.1/16"}

systemctl daemon-reload
systemctl restart docker

IEE ARt

1&docker-compose.ymI3Z{4 Kz docker-compose-operation.ymI3Z{4-aIMHFECE a0:

web:
container_name: web
image: nginx:1.21.6-alpine
logging:
driver: json-file
options:
max-size: 100m
max-file: "1"

networks:

- backend
ports:

- 3030:80
restart: always
ulimits:




nproc: 4096
nofile:

soft: 1024

hard: 3072

volumes:

/etc/localtime:/etc/localtime:ro
/opt/dev/airiot/web/html:/usr/share/nginx/html
/opt/dev/airiot/web/portal:/usr/share/nginx/portal
/opt/dev/airiot/web/nginx.conf:/etc/nginx/nginx.conf

networks:
backend:
ipam:
config:
- subnet: "10.11.0.0/24"

version: '3’

services:

operation:

container_name: operation
image: airiot/operation:latest
restart: always
environment:
- PROJECTNAME=dev
- "CORS.ENABLE=true"
- INTERNETACCESS=false
networks:
- backend
ports:
- "13031:10088"
volumes:
/etc/localtime:/etc/localtime:ro
/var/run/docker.sock:/var/run/docker.sock:ro
/opt/dev/:/app/compose/
/opt/dev/airiot/web/html:/app/html
/opt/dev/operation/data:/data
/opt/dev/operation/log:/log
/opt/dev/operation/configs:/app/configs
/opt/dev/operation/build:/app/web
/opt/dev/operation/driverRepo:/driverRepo
ulimits:
nproc: 4096
nofile:
soft: 1024
hard: 3072
logging:
driver: "json-file"
options:




max-size: 100m
max-file: "1"

networks:
backend:
ipam:
config:
- subnet: 10.10.0.0/24

./runOperation.sh
./run.sh




Rocky Linux Z#REFESRE, RS—EER

[BIETHEIAR . 7E Rocky Linux RALEF ARG, RSIRE, EHEREITAFF

JREA: BB TORR
RRIRTTIE:

1. BINRERIEEE f£docker-compose.ymI3ideh, ARFZ T NARIASELInUXBLE "security opt", Fi§
7 "label=disable"

version: '3’
services:
myapp:
image: myapp-image
security opt:
- label=disable

docker-compose up -d




too many open files

fEik
http: Accept error: accept tcp [::]:9000: accept: too many open files; retrying in 1s
fiER

(& docker-compose.ymI3Z{funlimit==EgAYsoft(, k—r

IGAFIEEL fs.inotify.max user instances

sysctl -w fs.inotify.max_user_instances=1024

EEMAMEN, FEFIFIRSEET

vi /etc/sysctl.conf

fs.inotify.max_user_instances=1024




Influx&igE;

=

docker exec -it influx sh

2. i&EEinflux

influx -username admin -password %3

3. iEZEtsdbEUREE

4. EiREGE

select FIERIMA,id from "INHid_t#&&id" order by time limit 10

[root@iZ8vb396j1ly130zTlw5x9qZ ~]# docker exec -it influx sh

JAEMinflux -username admin -password dell123
Connected to http://localhost:8086 version 1.8.10
InfluxDB shell version: 1.8.10

> use tsdb

Using database tsdb

> select cpuUntil,id from "62393c36df61c0d066fale2l_62eb88e5d2b5f9ddcS5bfa9e2" order by time limit 10
name: 62393c36df61c0d066Tale2l_62eb88e5d2b5T9ddc5bTa%e2
time cpulntil id

1666174210881000000 snmp-nodel
1666174220884000000 snmp-nodel
1666174230927000000 snmp-nodel
1666174240886000000 snmp-nodel
1666174250889000000 snmp-nodel
1666174260895000000 snmp-nodel
1666174270895000000 snmp-nodel
1666174280899000000 snmp-nodel
1666174290900000000 snmp-nodel
16i6174300948000000 snmp-nodel
>




EHEHTTPSIAIH

INERERLETEIN https AUHIAITG T ATLURLA T BHERAE:

1. SIS
A RSB ERR IR ERRTES.
EREALT 2 M3

o <X{4>.key
o <3{4>.pem

ERBEEZRNEEH, NRHEBALEIHARIERRET.

2. (ZFEEEE

1. LSS
1§ SB PERINSM LB ARESR L.

ALUSIEB A ER /FELERBR/airiot/web/ss1 HRET

2. (EP4ECE

18 web ARSSHY nginx.conf ECESH IZNHHIIRIZEEN /FARERBR/airiot/web/nginx. conf . 5
vim SR ERIETETZXH, HRIA TSR TERE

1. EIMBIROIEhttps

MREEINBImRAERA https ANAEAT, FTEIEK nginx.conf FHY 80 imAXINAY server WZ, iHI0
ssl HEXACE.

it FEIETEITRIRE.

server {

# BisOSXh 443 HEH ssl

listen 443 ssl;
# piEEE, SPMEBUEED T




server_name localhost;

# IEPEXEE, BEAREENLMESEIFSPRIERE
ssl_certificate /usr/local/nginx/cert/<X{4%5>.pem; # pemM{4HHIEER
ssl _certificate_key /usr/local/nginx/cert/<3{48Z>.key; # keyS{HHIIRZ

# ss1IGUFBXECE
ssl_session_timeout 5m; HETFAWHA
ssl_ciphers ECDHE-RSA-AES128-GCM-

SHA256: ECDHE : ECDH: AES :HIGH: INULL: !aNULL: !MD5: | ADH: |RC4; #HINZEEL
ssl_protocols TLSvl TLSvl.1 TLSv1.2; R IRATINEE Y
ssl_prefer_server_ciphers on; #FHARSSRIHIEIREEX

# HARECERFFAZZRIA

2. HwINFhimOA9https

SNERAERERI 7oUF http A https FIFIHIRISIURY, BEINMI—EFSEE. LRAT:

e 15 80 imMAY server FCEEHI—D
o ZRIEA TE EXEREHIAY server.

# [RENERE

server {
listen 80;
server_name localhost;
keepalive timeout 180;
client_header_timeout 180;
send_timeout 180;
client body timeout 1890;
client _max_body size 300000M;
proxy_connect_timeout 3600s;
proxy_send_timeout 3600s;
proxy_read_timeout 3600s;
client _header buffer_ size 512k;
large_client_header_buffers 4 512k;
charset utf-8;

# HERS

# FESIFHENERIECE

server {
# FimOS808 443 FH/EA ssl
listen 443 ssl;
# AR, SNMEZLASED T




server_name localhost;

# EPHEXESE, BRIRRATIMESEISEETAIREZR
ssl _certificate /usr/local/nginx/cert/<3X{48>.pem; # pemM{HHIEER
ssl _certificate_key /usr/local/nginx/cert/<3{48Z>.key; # keyS{HHIIRZ

# ss1ISUFAXECE
ssl_session_timeout 5m; HEFAIHA
ssl_ciphers ECDHE-RSA-AES128-GCM-

SHA256 : ECDHE : ECDH: AES :HIGH: !NULL: !aNULL: !MD5: !ADH: |RC4; #INZEE
ssl_protocols TLSv1 TLSv1l.1 TLSv1.2; #Z R R IEH N Y
ssl_prefer_server ciphers on; #FEARSEHRIVEIZEX

# HRBCERFAZRIA]

3. HERIEB S FHESIEXIR DO

(&2 docker-compose.yml /&, YEAN B

1. BEPIELE] web S
2. (&2 IRETum .

container_name: web
image: nginx:alpine
logging:
driver: json-file
options:
max-file: "1"
max-size: 100m
networks:
- backend
- operation
ports:

- 3030:80

- 443:443
restart: always
ulimits:
nofile:
hard: 3072
soft: 1024
nproc: 4096
volumes:
- /etc/localtime:/etc/localtime:ro




/opt/app/airiot/web/html:/usr/share/nginx/html

/opt/app/airiot/web/ssl/:/usr/local/nginx/cert/
/opt/app/airiot/web/nginx.conf:/etc/nginx/nginx.conf
/opt/app/airiot/web/webCfg:/etc/nginx/webCfg
/opt/app/airiot/web/portal:/usr/share/nginx/portal

4. ERHEXIRS

HENBIFEREBRTED docker-compose.yml XHAFFERR), FUTIA T SEEBXIRSS, EERINE L
IZ2USL.

docker-compose up -d

Ul

. EREISIARID

AT LRERSLE, (ERLITHLHIA web BEIEREE]

O+

docker ps -a | grep web

ZNR web FIRENEIERT, FREEBIR, JEELI THSEERT, FRIEATRESIFERRIEEE.

docker logs web

SN web IEFEERNE, BIRIEE https IHEFE
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S RIS ECEnginx IS =R, ECERIEIT http://ip:3030/rest 0,

2 O 7T

£ Nginx PECEEEEREILEZ (CORS, Cross-Origin Resource Sharing) SIFAESRIRIIZE FimiEalRaY
RHE, BIIEREE HTTP MRSk, Nginx afLULXISSEs eiFsiEiEK. I T EREEEN/MHELSZE:

nginx.conf j(##ﬁﬁffﬁiﬁﬁlapp/airiot/web/nginx.conf o

BiEEE, T—INELE, JLAREE opTIONS Zh5:

add_header 'Access-Control-Allow-Origin' '*' always;

add_header 'Access-Control-Allow-Methods' 'GET, POST, OPTIONS, PUT, DELETE' always;
add_header 'Access-Control-Allow-Headers' 'Origin, *' always;

add_header 'Access-Control-Allow-Credentials' 'true' always;

if ($request method = "OPTIONS') {
# 700 CORs 3k, FHRRIRE—IX

add_header 'Access-Control-Allow-Origin' '*';

add_header 'Access-Control-Allow-Methods' 'GET, POST, OPTIONS, PUT, DELETE';
add_header 'Access-Control-Allow-Headers' 'Origin, *';

add_header 'Access-Control-Allow-Credentials' 'true’;

return 204;

1. BIRBREESE

AT nginx.conf IR T ECE
user nginx;
worker_processes auto;

error_log /var/log/nginx/error.log warn;
pid /var/run/nginx.pid;

events {
worker_connections 100000;




http {
include /etc/nginx/mime. types;
default_type application/octet-stream;

log format main '$remote_addr - $remote user [$time local] "$request"
'$status $body bytes sent "$http referer" '
$http_user_agent" "$http_x_ forwarded_ for"';

access _log /var/log/nginx/access.log main;

sendfile on;
#tcp _nopush on;

keepalive timeout 65;

gzip on;

gzip_min_length 1k;

gzip_buffers 4 16k;

gzip_comp_level 8;

gzip types text/plain application/javascript application/x-javascript text/css
application/xml text/javascript application/x-httpd-php image/jpeg image/gif image/png;

gzip_vary off;

gzip disable "MSIE [1-6]\.";

fastcgi_intercept_errors on;
proxy_intercept_errors on;
server_tokens off;
server {
listen 80;
server_name localhost;

keepalive timeout 180;
client_header_timeout 180;
client _body timeout 180;
client_max_body size 10240M;
client_header_buffer_size 512k;
large_client_header_buffers 4 512k;
charset utf-8;

error_page 404 /404 .html;

location /404.html {
root /usr/share/nginx/html;
try files $uri /404.html;

location /404 {
add_header 'Access-Control-Allow-Origin' '*' always;
add_header 'Access-Control-Allow-Methods' 'GET, POST, OPTIONS, PUT, DELETE'




add_header 'Access-Control-Allow-Headers' 'Origin, *' always;
add_header 'Access-Control-Allow-Credentials' 'true' always;

if ($request_method = 'OPTIONS') {
# %00 COrRs 2k, FARRIRE—IX
add_header 'Access-Control-Allow-Origin' '*';
add_header 'Access-Control-Allow-Methods' 'GET, POST, OPTIONS, PUT, DELETE';
add_header 'Access-Control-Allow-Headers' 'Origin, *';
add_header 'Access-Control-Allow-Credentials' 'true’;
return 204;

}

proxy_pass http://traefik:80/front/404;

proxy_set header X-Real-IP $remote_addr;

proxy_set header X-Real-Port $remote_ port;

proxy set header X-Forwarded-For $proxy add x forwarded for;

location /rest/front {
add_header 'Access-Control-Allow-Origin' '*' always;
add_header 'Access-Control-Allow-Methods' 'GET, POST, OPTIONS, PUT, DELETE'
add_header 'Access-Control-Allow-Headers' 'Origin, *' always;
add_header 'Access-Control-Allow-Credentials' 'true' always;

if ($request _method = 'OPTIONS') {

# 700 cors 3k, MAMRRIRE—IX

add_header 'Access-Control-Allow-Origin' '*';

add _header 'Access-Control-Allow-Methods' 'GET, POST, OPTIONS, PUT, DELETE';
add_header 'Access-Control-Allow-Headers' 'Origin, *';

add_header 'Access-Control-Allow-Credentials' 'true’;

return 204;

proxy_pass http://traefik:80/front;

proxy_set_header X-Real-IP $remote_addr;

proxy_set header X-Real-Port $remote port;

proxy_set_header X-Forwarded-For $proxy add_x_forwarded for;

location ~~ /rest/static {
alias /usr/share/nginx/html/static/;

location /rest/ {
set $http method $request method;
if ($http_x_request_http _method = "DELETE") {
set $http method $http x request http method;
¥
if ($http _x _request http method = "PUT") {
set $http method $http x request http method;




}
if ($http x request http method = "PATCH") {

set $http method $http x request http method;

add_header 'Access-Control-Allow-Origin' '*' always;
add_header 'Access-Control-Allow-Methods' 'GET, POST, OPTIONS, PUT, DELETE'

add_header 'Access-Control-Allow-Headers' 'Origin, *' always;
add_header 'Access-Control-Allow-Credentials' 'true' always;

if ($request method = 'OPTIONS') {
# 700 CORs 3k, FHRRIRE—IR
add_header 'Access-Control-Allow-Origin' '*';
add_header 'Access-Control-Allow-Methods' 'GET, POST, OPTIONS, PUT, DELETE';
add_header 'Access-Control-Allow-Headers' 'Origin, *';
add_header 'Access-Control-Allow-Credentials' 'true’;
return 204;

add_header X-Content-Type-Options nosniff;

add_header X-XSS-Protection 1;

add_header Content-Security-Policy "default-src 'self'; style-src * 'unsafe-
inline'; img-src * data:; object-src 'self'; script-src * 'unsafe-eval' 'unsafe-inline';
font-src * data:; worker-src * blob:;";

add_header Referrer-Policy value;

add_header X-Permitted-Cross-Domain-Policies value;

add_header X-Download-Options value;

add_header X-Frame-Options SAMEORIGIN;

add_header Strict-Transport-Security value;

proxy_method $http method;

proxy_pass http://traefik:80/;

proxy_read_timeout 300;

proxy_set header X-Real-IP $remote_addr;

proxy_set _header X-Real-Port $remote_port;

proxy_set header X-Forwarded-For $proxy add x forwarded for;

proxy_set header Host $http host;
error_page 404 /404;

location /ws {
add_header 'Access-Control-Allow-Origin' '*' always;
add_header 'Access-Control-Allow-Methods' 'GET, POST, OPTIONS, PUT, DELETE'
add_header 'Access-Control-Allow-Headers' 'Origin, *' always;
add_header 'Access-Control-Allow-Credentials' 'true' always;

if ($request method = 'OPTIONS') {
# 70 CoRs 3k, MHRRIRE—IX
add_header 'Access-Control-Allow-Origin' '*';




add_header 'Access-Control-Allow-Methods' 'GET, POST, OPTIONS, PUT, DELETE';
add_header 'Access-Control-Allow-Headers' 'Origin, *';
add_header 'Access-Control-Allow-Credentials' 'true';
return 204;
}
proxy_pass http://traefik:80/core/ws;
proxy_http_version 1.1;
proxy_set_header Upgrade $http_upgrade;
proxy_set header Connection "upgrade";

location / {
root /usr/share/nginx/html;
index index.html index.htm;
#try files $uri /index.html;
try files $uri /rest/front/static/index;

location /admin {
root /usr/share/nginx/html;
index index.html index.htm;
#try files $uri /index.html;
try files $uri /rest/front/static/admin;

location ~ /ISAPI|SDK/ {
if ($http_cookie ~ "webVideoCtrlProxy=(.+)") {
proxy_pass http://$cookie webVideoCtrlProxy;
break;

location ~~ /webSocketVideoCtrlProxy {
#web socket
proxy_http_version 1.1;
proxy_set header Upgrade $http upgrade;
proxy_set_header Connection "upgrade";
proxy_set_header Host $host;

if ($http _cookie ~ "webVideoCtrlProxyWs=(.+)") {
proxy_pass
http://$cookie webVideoCtrlProxyWs/$cookie webVideoCtrlProxyWsChannel?$args;
break;
}
if ($http _cookie ~ "webVideoCtrlProxyWss=(.+)") {
proxy_pass
http://$cookie_webVideoCtrlProxyWss/$cookie_ webVideoCtrlProxyWsChannel?$args;
break;




location /video/ {
add_header 'Access-Control-Allow-Origin' '*' always;
add_header 'Access-Control-Allow-Methods' 'GET, POST, OPTIONS, PUT, DELETE'

add_header 'Access-Control-Allow-Headers' 'Origin, *' always;
add_header 'Access-Control-Allow-Credentials' 'true' always;

if ($request_method = '"OPTIONS') {
# NI0 CORS 2k, HHRARIRE—IX
add_header 'Access-Control-Allow-Origin' '*';
add_header 'Access-Control-Allow-Methods' 'GET, POST, OPTIONS, PUT, DELETE';
add_header 'Access-Control-Allow-Headers' 'Origin, *';
add_header 'Access-Control-Allow-Credentials' 'true’;
return 204;

proxy_pass http://traefik:80/;
proxy_http version 1.1;

proxy_set header Upgrade $http upgrade;
proxy_set_header Connection "upgrade";
error_page 404 /404;

location /ws/1sp/ {
add_header 'Access-Control-Allow-Origin' '*' always;
add _header 'Access-Control-Allow-Methods' 'GET, POST, OPTIONS, PUT, DELETE'

add_header 'Access-Control-Allow-Headers' 'Origin, *' always;
add_header 'Access-Control-Allow-Credentials' 'true' always;

if ($request method = "OPTIONS') {
# 700 Cors 3k, MARRIRE—IX
add_header 'Access-Control-Allow-Origin' '*';
add_header 'Access-Control-Allow-Methods' 'GET, POST, OPTIONS, PUT, DELETE';
add_header 'Access-Control-Allow-Headers' 'Origin, *';

add_header 'Access-Control-Allow-Credentials' 'true';
return 204;

}

proxy_pass http://traefik:80/;

proxy_http_version 1.1;

proxy set header Upgrade $http upgrade;

proxy_set_header Connection "upgrade";

error_page 404 /404;




2. FEhRFSE

BJLATE nginx.conf HRZNINGN FECE :

user nginx;
worker_processes auto;

error_log /var/log/nginx/error.log warn;
pid /var/run/nginx.pid;

events {
worker_connections 100000;

}

http {
include /etc/nginx/mime.types;
default type application/octet-stream;

log format main '$remote_addr - $proxy add x_ forwarded for- $remote user [$time local]
"$request™
'$status $body bytes sent "$http referer" '
""$http_user_agent" "$http_x forwarded for"';

access _log /var/log/nginx/access.log main;

sendfile on;
#tcp nopush on;

keepalive timeout 65;

gzip on;

gzip_min_length 1k;

gzip_buffers 4 16k;

gzip_comp_level 8;

gzip_types text/plain application/javascript application/x-javascript text/css
application/xml text/javascript application/x-httpd-php image/jpeg image/gif image/png;

gzip_vary off;

gzip_disable "MSIE [1-6]\.";

fastcgi_intercept_errors on;
proxy_intercept_errors on;
server_tokens off;
server {
listen 80;
server_name localhost;
keepalive timeout 180;
client header timeout 180;
client body timeout 1890;
client _max_body size 10240M;
client_header_buffer_size 512k;
large client_header buffers 4 512k;




charset utf-8;
error_page 404 /404 .html;

location /404.html {
root /usr/share/nginx/html;
try files $uri /404.html;

location /404 {
add_header 'Access-Control-Allow-Origin' '*' always;
add_header 'Access-Control-Allow-Methods' 'GET, POST, OPTIONS, PUT, DELETE'
add_header 'Access-Control-Allow-Headers' 'Origin, *'
add_header 'Access-Control-Allow-Credentials' 'true' always;

always;

if ($request_method = 'OPTIONS') {
# A0 CORs =k, MRRIRE—IR
add_header 'Access-Control-Allow-Origin' '*';
add_header 'Access-Control-Allow-Methods' 'GET, POST, OPTIONS, PUT, DELETE';
add_header 'Access-Control-Allow-Headers' 'Origin, *';
add_header 'Access-Control-Allow-Credentials' 'true’;
return 204;

}
proxy_pass http://traefik:80/front/404;

proxy_set header X-Real-IP $remote_addr;
proxy_set_header X-Real-Port $remote_ port;
proxy_set_header X-Forwarded-For $proxy add_x_forwarded for;

location /portal/ {
alias /usr/share/nginx/portal/;
index index.html index.htm;
try files $uri /index.html;

location /rest/front {
add_header 'Access-Control-Allow-Origin' '*' always;
add_header 'Access-Control-Allow-Methods' 'GET, POST, OPTIONS, PUT, DELETE'

add_header 'Access-Control-Allow-Headers' 'Origin, *' always;
add_header 'Access-Control-Allow-Credentials' 'true' always;

if ($request_method = 'OPTIONS') {
# %00 CORs 2k, FHRRIRE—IX
add_header 'Access-Control-Allow-Origin' '*';
add _header 'Access-Control-Allow-Methods' 'GET, POST, OPTIONS, PUT, DELETE';
add_header 'Access-Control-Allow-Headers' 'Origin, *';
add_header 'Access-Control-Allow-Credentials' 'true’;
return 204;




}
proxy_pass http://traefik:80/front;

proxy set header X-Real-IP $remote addr;
proxy_set header X-Real-Port $remote port;
proxy_set header X-Forwarded-For $proxy add x_ forwarded for;

}

location ~~ /rest/static {
alias /usr/share/nginx/html/static/;
¥
location /portal/rest/ {
set $http method $request method;
if ($http x request http method = "DELETE") {
set $http method $http x request http method;
}
if ($http_x_request_http method = "PUT") {
set $http method $http x request http method;
}
if ($http x request http method = "PATCH") {
set $http method $http x request http method;

add_header 'Access-Control-Allow-Origin' '*' always;

add_header 'Access-Control-Allow-Methods' 'GET, POST, OPTIONS, PUT, DELETE'
add_header 'Access-Control-Allow-Headers' 'Origin, *'
add_header 'Access-Control-Allow-Credentials' 'true' always;

always;

if ($request method = 'OPTIONS') {
# 700 CORs 3k, FHRRIEE—IR
add_header 'Access-Control-Allow-Origin' '*';
add_header 'Access-Control-Allow-Methods' 'GET, POST, OPTIONS, PUT, DELETE';
add_header 'Access-Control-Allow-Headers' 'Origin, *';
add_header 'Access-Control-Allow-Credentials' 'true';
return 204;
}
add_header X-Content-Type-Options nosniff;
add_header X-XSS-Protection 1;
add_header Content-Security-Policy "default-src 'self'; style-src * 'unsafe-
inline'; img-src * data:; object-src 'self'; script-src * 'unsafe-eval' 'unsafe-inline’;
font-src * data:; worker-src * blob:;";
add_header Referrer-Policy value;
add_header X-Permitted-Cross-Domain-Policies value;
add_header X-Download-Options value;
add_header X-Frame-Options SAMEORIGIN;
add_header Strict-Transport-Security value;
proxy_method $http_method;

proxy_pass http://traefik:80/;
proxy_read_timeout 300;
proxy_set header X-Real-IP $remote_addr;




proxy_set header X-Real-Port $remote port;

proxy set header X-Forwarded-For $proxy add x forwarded for;
proxy_set_header Host $http_host;

error_page 404 /404;

location /rest/ {
set $http method $request method;
if ($http x request http method = "DELETE") {
set $http method $http x request http method;
}
if ($http x request _http method = "PUT") {
set $http method $http x request http method;
}
if ($http_x_request_http method = "PATCH") {
set $http method $http x request http method;
}
add_header X-Content-Type-Options nosniff;
add_header X-XSS-Protection 1;
add_header Content-Security-Policy "default-src 'self'; style-src * 'unsafe-
inline'; img-src * data:; object-src 'self'; script-src * 'unsafe-eval' 'unsafe-inline';
font-src * data:; worker-src * blob:;";
add_header Referrer-Policy value;
add_header X-Permitted-Cross-Domain-Policies value;
add_header X-Download-Options value;
add_header X-Frame-Options SAMEORIGIN;
add_header Strict-Transport-Security value;
proxy_method $http_method;
add_header 'Access-Control-Allow-Origin' '*' always;
add_header 'Access-Control-Allow-Methods' 'GET, POST, OPTIONS, PUT, DELETE'

add_header 'Access-Control-Allow-Headers' 'Origin, *' always;
add_header 'Access-Control-Allow-Credentials' 'true' always;

if ($request_method = 'OPTIONS') {
# 7NN CORS 3k, FHRRIZFE—IR
add_header 'Access-Control-Allow-Origin' '*';
add _header 'Access-Control-Allow-Methods' 'GET, POST, OPTIONS, PUT, DELETE';
add_header 'Access-Control-Allow-Headers' 'Origin, *';
add_header 'Access-Control-Allow-Credentials' 'true’;
return 204;

proxy_pass http://traefik:80/;
proxy_read_timeout 300;

# proxy_set header X-Real-IP $remote_addr;

proxy_set header X-Real-Port $remote port;

# proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;
proxy set header X-Forwarded-For $proxy add x forwarded for;
proxy_set header X-Real-IP $remote_addr;




proxy set header Host $http host;
error_page 404 /404;

location /ws {
add_header 'Access-Control-Allow-Origin' '*' always;
add_header 'Access-Control-Allow-Methods' 'GET, POST, OPTIONS, PUT, DELETE'

add_header 'Access-Control-Allow-Headers' 'Origin, *' always;
add_header 'Access-Control-Allow-Credentials' 'true' always;

if ($request method = 'OPTIONS') {
# 70 CORs 3k, FHRAIRE IR
add_header 'Access-Control-Allow-Origin' '*';
add_header 'Access-Control-Allow-Methods' 'GET, POST, OPTIONS, PUT, DELETE';
add_header 'Access-Control-Allow-Headers' 'Origin, *';
add_header 'Access-Control-Allow-Credentials' 'true';
return 204;

}

proxy_pass http://traefik:80/core/ws;

proxy http version 1.1;

proxy set header Upgrade $http upgrade;

proxy_set_header Connection "upgrade";

location = / {
rewrite ~/(.*) portal/index.html redirect;

location / {
root /usr/share/nginx/html;
index index.html index.htm;
#try files $uri /index.html;
try files $uri /rest/front/static/index;

location = /admin {
return 404;

location /admin {
root /usr/share/nginx/html;
index index.html index.htm;
#try files $uri /index.html;
try files $uri /rest/front/static/admin;

location ~ /ISAPI|SDK/ {
if ($http_cookie ~ "webVideoCtrlProxy=(.+)") {




proxy_pass http://$cookie webVideoCtrlProxy;
break;

location "~ /webSocketVideoCtrlProxy {
#web socket
proxy_http_version 1.1;
proxy_set_header Upgrade $http_upgrade;
proxy_set _header Connection "upgrade";
proxy_set header Host $host;

if ($http cookie ~ "webVideoCtrlProxyWs=(.+)") {
proxy_pass
http://$cookie_webVideoCtrlProxyWs/$cookie webVideoCtrlProxyWsChannel?$args;
break;
}
if ($http_cookie ~ "webVideoCtrlProxyWss=(.+)") {
proxy_pass
http://$cookie webVideoCtrlProxyWss/$cookie webVideoCtrlProxyWsChannel?$args;
break;

location /video/ {
add_header 'Access-Control-Allow-Origin' '*' always;
add_header 'Access-Control-Allow-Methods' 'GET, POST, OPTIONS, PUT, DELETE'

add_header 'Access-Control-Allow-Headers' 'Origin, *' always;
add_header 'Access-Control-Allow-Credentials' 'true' always;

if ($request method = "OPTIONS') {
# 70 CORs 3k, MRRIRE—IX
add_header 'Access-Control-Allow-Origin' '*';
add_header 'Access-Control-Allow-Methods' 'GET, POST, OPTIONS, PUT, DELETE';
add_header 'Access-Control-Allow-Headers' 'Origin, *';

add_header 'Access-Control-Allow-Credentials' 'true’;
return 204;

}

proxy_pass http://traefik:80/;

proxy_http version 1.1;

proxy set header Upgrade $http upgrade;

proxy_set_header Connection "upgrade";

error_page 404 /404;

location /ws/1lsp/ {
add_header 'Access-Control-Allow-Origin' '*' always;
add_header 'Access-Control-Allow-Methods' 'GET, POST, OPTIONS, PUT, DELETE'




add_header 'Access-Control-Allow-Headers' 'Origin, *' always;

add_header 'Access-Control-Allow-Credentials' 'true' always;

if ($request_method = 'OPTIONS') {
# 700 CoRrs 3k, MARRIRE—IX

add_header 'Access-Control-Allow-Origin' '*';
add_header 'Access-Control-Allow-Methods' 'GET, POST, OPTIONS, PUT, DELETE';
add_header 'Access-Control-Allow-Headers' 'Origin, *';
add_header 'Access-Control-Allow-Credentials' 'true’;
return 204;

}

proxy_pass http://traefik:80/;

proxy_http_version 1.1;

proxy_set header Upgrade $http_upgrade;

proxy_set_header Connection "upgrade";

error_page 404 /404;

}
include ./webCfg/*.conf;

BYIXEEE, (RATLAE Nginx RRIEMIREBEIHEMN, HBERIFAIN AR ERRRIFAYEK.
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Nodes
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a4 | airiot
a config
[“]pro.json

microservices

> | task

3. EF core # storage RS,

BARSZHS

NREETTH RS IEPIBEN T RRE,
RMHARED.

, /airiot/config/pro.json

"MaxLifetime": ';60@, ’
“MaxOpenConns”: 20,
“MaxIdleConns": 18,

"TablePrefix": "",
“EnableAutoMigrate": true,
"Postgres”: {
"Host": "127.0.0.1",
“"Port": 5437,

“User": "root",
"Password": "ENCI ' " .
"DBName": "postgres”,
"SSLMode": “"disable”
}

1,

“TSDB": {
"DBType": "influx",
"DBName": "tsdb”,

“Timeout": 5,
"MaxConn": 50,
"Influx": {

"Protocol”: "HTTP",
"Addr": "http://127.90.9.1:8086",
"Username": "admin",

o

v nC

i
,
"Sharding": true,
T eate database \"¥s\""

}

+,

"Redis": {
“Type': ",
"Addrs": [

"127.0.0.1:6379"
1,
"Password": "ENC
“PoolSize": 10
1,
wo':
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